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A fast feedback loop during programming

can improve how well programmers

\fQLF‘S;j“"Sa' <:t)'ct€!

& compiler €eedback
{

<::E:::-"'--£ELEST‘I.n'G? |‘!‘s —

traces
nput-output

maps debuggers

AVersyz.
N

.=

Marcel Garus

Advisor: Prof. Dr. Robert Hirschfeld
Software Architecture Group
Hasso Plattner Institute

University of Potsdam

€pa

D

code

visualizations

flamegraphs

understand nuances of the code’s behavior.

We fuzz code as soon as you write it:
give it random inputs, observe which
of the code are executed and how it

behaves. After some time, we arrive at a

set of examples that stress the entire
function’s behavior.

These examples can be used as the entry
point to other dynamic programming tools,

as seen above.

fun average(list: List[Int]): Int { [] panics [0] -> 0O
list.sum() / list.len
We
parts fun eval(term: Term): Int { 6 - 3 / @ panics 5 * 0 -> 0

switch term
case
case
case
case
case

number (num) num

divide(op) op

VS Code with our extension

fun is_valid_email(string: String): Boo
if not(string.contains("@")) then
return false
var parts = string.split("@")
var name = parts.get(0)
var host = parts.get(1)

if name.len < 8 then
return false

if not(name.is_alphanumeric()) then
return false
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fuzzed examples

e "" -> false

e "bclabaab@" -> false
e "abaacaca@"
o "@"

-> true

-> false

add(op) op.left.eval() + op.right.eval()
subtract(op) op.left.eval() - op.right.eval()
multiply(op) bp.left.eval() * op.right.eval()

1(0)

More Actions...

. What input reaches this code?

fuzzer for
is_valid_email
fuzzing harness

input (String)
generation

input (String)
mutation

compiled code of
is_valid_email
and dependencies

coverage tracking




