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Abstract
Examples can help illustrate the behavior of code, but they
are not always easily available. We use fuzzing, a technique
that typically aims to find bugs in security-critical software,
to automatically derive example inputs for object-oriented
code snippets. Starting with random object graphs as inputs,
we mutate them so that they achieve high coverage in the
code and conform to the shape that the code expects. Our
prototype FuzzLens uses the Truffle compiler ecosystem to
run code in a language-agnostic way, instrument code for
coverage tracking, and intercept member accesses on the
input objects. A VS Code extension shows a selection of
examples that are deemed relevant as well as an abstracted
summary of the function’s behavior. In our anecdotal expe-
rience, we found the selected examples concise and helpful
to aid code comprehension. We believe that this can help
programmers gain a more solid understanding of code and
lower the barrier to using dynamic tools such as probes or
debuggers.

CCS Concepts: • Software and its engineering→ Soft-
ware notations and tools.

Keywords: fuzzing, example-based programming, Babylo-
nian programming, dynamic languages, code coverage, ran-
domized testing, virtual machine
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1 Introduction
Code comprehension is an important activity [16]. To un-
derstand code, programmers can either read through the
code statically or try to understand the dynamic behavior by
running tests or using runtime tools such as debuggers.
However, the static and dynamic investigation of code

don’t complement each other well. A debugging session
jumps around and disregards the big-picture structure of
the code in favor of understanding the subset needed for a
particular debugging example. A static read-through doesn’t
answer questions that programmers might have about the
runtime behavior of specific parts of the code [7, 9]: What
exactly is the meaning of this variable? When is this branch
reached? What are typical results of this expression?

Whenwriting or debugging code, there is a similar dilemma:
Reasoning about the code abstractly can provide a more com-
prehensive understanding of its behavior, while running the
code shows one instance of concrete behavior.

One approach of bringing static code and dynamic behav-
ior closer together is by showing examples next to the source
code. This practice of illustrating abstract algorithms with
a narrative example exists since ancient Babylon [6]. Since
programs are created to work on concrete data, examples al-
low programmers to build an intuition on how code behaves
and an understanding of why some code exists.
However, this example-driven workflow requires a suite

of tests or examples with sufficient coverage to illustrate all
parts of the code. Especially when using code to explore a
new problem domain, the intended behavior might not be
obvious at the start of the programming session.
We implemented a fuzzer for dynamically-typed object

oriented languages that can generate example inputs for
Python and JavaScript functions. As seen in fig. 1, our tool
FuzzLens1 shows runtime-based feedback about a function’s
behavior next to the code. We believe that this can help
programmers gain a more solid understanding of code and
lower the barrier to using dynamic tools such as probes or
debuggers.
1available at https://github.com/MarcelGarus/fuzzlens
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Figure 1. Our FuzzLens extension for VS Code can generate example inputs for functions. The left panel shows all functions in
files of the current workspace (a). Clicking on one of those functions fuzzes it, causing examples to appear next to the function
signature (b). Hovering over the name of the function displays a summary of the function’s behavior (c). The left side shows
the individual function invocations (d).

In this paper, we first describe related work of using ex-
amples to illustrate code (section 2). We describe our imple-
mentation (section 3), discuss it (section 4), and conclude
(section 5).

2 Related Work
Examples map from an abstract program to a concrete be-
havior, so they can serve as the basis for debugging sessions,
profiling runs, and other dynamic analyses that rely on actu-
ally running the code.
By showing examples directly in the source code, they

can help illustrate how values flow through the program,
a practice sometimes called Babylonian Programming. Fig-
ure 2 shows a Babylonian Programming editor [13], where
programmers can specify inputs to the code and set probes
to see the result of intermediary expressions.
To rate the usefulness of examples, dimensions of exam-

ples [10] proposes the following content-oriented criteria:

Complexity How much data does an example contain?
Exceptionality Is the example typical or an edge case?
Closeness to Domain Does the example use meaning-

less data or is it similar to real-word usages?

Figure 2. A Babylonian Programming [14] extension recog-
nizes comments that contain example, probe, or assertion
directives. It runs the annotated functions with the examples
and displays results of probed expressions directly next to
the source code in colorful boxes.
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Scope Does the example show multiple aspects of the
concept?

Abstractness Does the example contain placeholders?
To illustrate the behavior of code, we want a concise and

comprehensive set of examples. Typically, not every individ-
ual method is extensively tested, but there are ways to find
exemplary inputs for a method:

Human-provided examples in the form of tests can
be amplified: Tracing their execution yields a wider
variety of inputs for internal method calls [8]. This
way, one example for a piece of code is amplified into
many more examples for its dependencies.
Examples found through this example mining are con-
crete, close to the domain, and contain both common
cases and edge cases. However, some examples may
be too complex to be useful in isolation, or cover mul-
tiple different aspects of the behavior that could be
better explained with multiple smaller examples. Also,
example mining only works for existing, tested code.
Newly written code may not be sufficiently tested to
showcase the entire behavior.

LLMs can generate natural-looking examples for a given
method body.
An exploration of this approach [11] in a dynamically-
typed language showed that examples can be small,
concrete, close to the domain, and generally useful
when the LLM is prompted correctly. However, their
(local) LLM sometimes struggled to generate examples
that don’t cause the code to crash, especially for code
that lacks tests. Furthermore, LLMs are quite resource-
intense, so examples are only generated on demand
and one at a time.

Automatic testing techniques such as symbolic execu-
tion [2], property-based testing [4], or fuzzing [12, 17]
can find inputs that reach corner cases in the program.
Fuzzing in particular runs code with random inputs,
observes metrics like coverage and crashes, and mu-
tates the inputs to maximize those metrics. While this
technique is primarily used to find bugs in security-
critical software, it also produces many inputs that the
code runs on successfully.
Fuzzers can often find a minimal set of concrete ex-
amples that together showcase the entire behavior,
including edge cases. However, the generated inputs
are often unnatural and don’t respect domain expecta-
tions that are not explicitly checked by the code. For
example, a fuzzer will happily use gibberish or empty
strings for a parameter called name.

In a previous proof-of-concept implementation, we used
fuzzing to generate example inputs for functions written
in a small toy language. Based on static type signatures of
functions, our tool would generate inputs and show them
next to the source code [3].

Truffle

HotSpot Runtime

TruffleJS TrufflePy

*.js *.py

...

Application

Language
Implementation

GraalVM

Figure 3.GraalVMmakes it easy to implement programming
languages. After writing an interpreter in Java using the
Truffle compiler framework, GraalVM can automatically JIT-
compile code.

A discussion at the PX/25 workshop hinted at potential
use for dynamically-typed programming languages. Here,
examples could document assumptions that the code makes
about its inputs. Unlike generating examples based on tests
or using LLMs, fuzzing works for newly-written, untested
code, and cheaply produces a collection of examples with
different behavior.

3 Implementation
Wewant to implement fuzzing for dynamically-typed, object-
oriented languages. The Truffle/GraalVM ecosystem offers
an instrumentable compiler infrastructure for object-oriented
languages and has been used by previous work on example-
based live programming [13].
Hence, we’ll briefly describe the Truffle compiler infras-

tructure, how we use it to implement fuzzing, and how we
extract insights from the fuzzing runs.

3.1 Truffle/GraalVM
GraalVM consists of a Java VM and Truffle, a Java-based
compiler implementation framework [15]. Based on a pro-
gram and an interpreter for the program’s language written
using Truffle, an optimizing JIT compiler constant-folds the
program into the interpreter to generate machine code.
Truffle supports many languages, including JavaScript,

Python, and Smalltalk. As seen in fig. 3, multiple interpreters
can run side by side.

Because all interpreters live in the same object space, code
written in different programming languages can call each
other. By creating proxy objects that have a well-defined
interface for discovering and accessing members, code can
interact with objects created in a different programming
language [5].

Using Truffle also enables cross-language tooling: Instru-
mentation plugins can inspect and dynamically rewrite pro-
grams, for example, to trace function calls or collect code
coverage across languages.
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program pool of
inputs

generate input mutate input

judge input

Figure 4. How fuzzing works on a high-level. Fuzzers feed
random inputs into a tested program, judge the input quality
based on the observed program behavior, and mutate promis-
ing inputs to explore similar behavior.

3.2 Fuzzing using Truffle
Typically, fuzzers maintain a pool of inputs along with as-
pects of the resulting program behavior, such as achieved
coverage. Fuzzers start with random inputs and then gradu-
ally shift towards choosing promising inputs from the pool
and mutating them slightly, as seen in fig. 4.

A single input in our fuzzer is a graph consisting of primi-
tives and objects. Our fuzzer uses two Truffle mechanisms
to get feedback about the input quality:

First, it creates an instrumentation plugin that wraps all ex-
pressions in nodes that track the coverage. When an expres-
sion of the program is reached for the first time, it records
the new coverage and rewrites itself to remove coverage
tracking.
Second, it uses Truffle’s proxy objects intended for lan-

guage interoperability to detect which input shape a function
expects: The fuzzer turns an input into concrete GraalVM
primitives and Truffle proxy objects to call the function.
When a member on such a proxy object is accessed, Truffle
transforms that into a language-independent object access—
Truffle calls a getMember function on the proxy object with
the name of the accessed member—which aborts the current
run and allows the fuzzer to detect that attempted member
access.
After a function execution, the fuzzer knows whether

the function crashed, what part of the code was covered,
and which members were accessed on input objects. Based
on that, it then mutates the input (for example, changing
numbers slightly or toggling booleans) and it expands the
input (adding accessed members to objects). Over time, the
fuzzer learns the structure of the expected inputs.

Take this Python function:
def distance(a, b):

return sqrt((a.x - b.x) ** 2 + (a.y - b.y) ** 2)

When the fuzzer tries calling this function with primitive
values such as booleans, the codewill throw an AttributeError
when trying to access x (fig. 5.a). At some point, the fuzzer
will by chance decide to pass a proxy object to the function
(fig. 5.b) and observe that the code tries to access x. This en-
courages the fuzzer to try out different values for the member

AttributeError
accessed object_1.x

TypeError

success

AttributeError

object_1

object_1
"Hi"x

object_1
x

...

y

3

5

a

b

c

d

false

y true

Figure 5. Our fuzzer builds up an object graph based on the
observed behavior. Initially, graphs contain random primi-
tives (a) and proxy objects (b). If a program tries to access
an object’s member and then crashes, the fuzzer considers
adding that member (c). Over time, this can approximate the
expected structure of objects (d). For illustration purposes,
only one of the two inputs required for the prior code exam-
ple is shown.

x. Apart from runs that result in AttributeErrors for miss-
ing members or TypeErrors for unsupported operand types
for the minus operator (fig. 5.c), it also finds valid inputs
(fig. 5.d).

3.3 Choosing examples
We want to show a set of examples that is small and simple
enough not to overwhelm the developer, but diverse and big
enough to be representative of the function’s behavior. The
examples should highlight both the default behavior as well
as surprising edge cases.

In dynamically-typed languages, fuzzing finds many unin-
teresting crashes: A logarithm function may crash for the
input "Hello" and the input -1, but work on the input 2.
We argue that 2 and -1 are more relevant examples than
"Hello" because the function behaves differently (crashing
/ non-crashing) for inputs of the same type. To capture this
preference in our example selection, we abstract values into a
"shape", which is a type-approximation based on the value’s
structure. Currently, shapes can represent primitive types
(null, boolean, int, double, string) and objects. For example,
the input {x: 2, y: 3} has the shape {x: int, y: int}.

We then define the following metrics that our tool uses to
decide which inputs to show in the editor:

Output shape diversity Our tool prefers inputs where
the same input shape results in a high variance in
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output shapes or crashes, as described above for the
logarithm function. The idea is that input shapes
where it only fails sometimes are more interesting that
input shapes that fail all the time because this variance
indicates edge cases such as bugs or invariants on the
arguments.

Input shape simplicity We prefer inputs with a sim-
pler structure (objects with fewer fields) as those take
up less visual and mental space. Minimizing inputs to
illustrate behavior is common practice in fuzzers [17].

Input validity Unlike other fuzzers, our tool prefers
showing inputs that don’t cause a crash. Despite the
over-representation of crashing inputs in our sampling
(dynamically-typed code is generally easy to crash),
we want to also show behavior for successful program
executions.

Coverage rarity Our tool prefers inputs that cover rare
behavior—if only very few of all fuzzing runs cover a
piece of code, they are worth highlighting. Focusing on
rarity has already been used successfully as a fuzzing
strategy [1] to correct for the over-representation of
inputs that are likely to be generated randomly.

Path simplicity Our tool prefers several inputs that
each cover a specific behavior rather than one input
that covers everything.

As these heuristics have different scales, our tool normal-
izes them to the range [0, 1] andweighs them by hand-picked
weights2. We then group examples by input shape and cov-
erage path and select the top examples of every group. This
allows us to get a variety of samples across different behavior
groups that should together give a broad overview over the
function’s behavior.

4 Discussion
Our prototypical VS Code extension FuzzLens is shown in
fig. 1. The left side contains an additional panel for our exten-
sion with the functions of all opened files (fig. 1.a). Clicking
on a function starts a fuzzing run.
Afterwards, textual example inputs appear next to the

function signature (fig. 1.b). Every couple seconds, this changes
to a new example. Hovering over the function provides an
abstracted summary of the input and output shapes (fig. 1.c).
The panel on the left also shows individual function invo-
cations, grouped by the input shape and the output type
(fig. 1.d).

FuzzLens produces examples reasonably fast. Currently,
it executes a given function 1000 times; for small functions
this takes about 2 seconds and discovers every behavior.

2Our weights: 10.0 output shape diversity; 10.0 input shape simplicity;
100.0 input validity; 2.0 coverage rarity; 1.0 path simplicity. We selected the
weights based on what other inputs we wished to see. For example, when
our tool showed many crashing inputs, but no valid example, we would
increase the weight of input validity.

Depending on the complexity and runtime of the fuzzed
function, the fuzzer may need more runs to explore the entire
behavior space or a single run may take longer. Optimally,
a fuzzing-based tool would continuously stream results, so
that examples appear immediately and then improve over
time.

Here’s how our examples score among the Dimensions of
Examples [10]:

Complexity Because small input size (while still achiev-
ing high coverage) is one of the scoring criteria, our
shown examples are usually small.

Exceptionality Because we value diversity in the cov-
erage paths when selecting examples, we show both
examples that execute the happy path as well as edge
cases.

Closeness to Domain Fuzzing can at best generate struc-
turally correct input. Contrary to human- or LLMs-
written examples, the actual data are meaningless in
the context of the domain. For example, a name might
be an empty string.

Scope Rather than finding examples that exhibit differ-
ent behaviors, our tool tends to prefer multiple ex-
amples that each stress a single behavior. Depending
on the use-case, different examples might be useful:
Happy-path examples might help understand code,
while edge cases can help when trying to make the
code more robust.

Abstractness Our examples don’t contain any place-
holders. This should make it possible to integrate them
with runtime tools such as debuggers.

While our prototype shows examples derived from fuzzing,
we don’t yet fully utilize all information that the fuzzer un-
covers. In particular, coverage information is currently only
used to guide the fuzzer, but could be used to show examples
at relevant locations. For example, if statements could show
examples satisfying the condition (fig. 6.a).
Also, our tool is currently quite isolated from other run-

time tools. Reifying the examples into tests or integrating
our extension more tightly with other tools could make them
more useful. For example, crashing inputs might be good
starting points for debugging sessions (fig. 6.b). Inputs that
cause a long runtime might indicate a need for profiling
(fig. 6.c). In our anecdotal teaching experience, computer
science students automatically use static tools (syntax high-
lighting, squiggly lines for compiler errors, etc.) because they
are enabled by default, but they miss good opportunities to
use dynamic tools. Presenting them with readily-available
examples could encourage them to use debuggers and profil-
ers.
Apart from refining the presentation and integration of

the examples in the editor, we also plan on improving the
following technical aspects:
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Figure 6. Sketches of how FuzzLens could be extended. (a) It
could use coverage information more deliberately, showing
examples at every branch and return statement. (b) It could
integrate with other tools such as debuggers. (c) It could
track additional metrics such as the time it takes to run the
code.

Substitute concrete behavior for dynamic dispatch
Many dynamically-typed languages use dynamic dispatch—
when an object receives amessage, the invokedmethod
depends on the object’s method dictionary. Currently,
the fuzzer assumes nothing about how those meth-
ods relate, which does not match the assumptions
of code: If code accepts a parameter called list and
then calls push and pop on it, it generally expects the
popped value to be the previously pushed one. The
fuzzer could instead look for classes that correspond
to the called methods and substitute concrete values
of those classes.

Meta-Programming The fuzzer already struggles with
code that uses basic meta-programming, e.g. JavaScript
code that checks if input instanceof Foo. This can
be solved by detecting object interactions not using
proxy objects, but using the lower-level interoperabil-
ity API, which allows customizing every observable
aspect of an object, including the internal calls of
getPrototypeOf() by Truffle’s JavaScript VM.

Use metrics to guide fuzzer Currently, our fuzzer uses
simple metrics like coverage to guide its mutations; the

more advanced metrics are only used to select which
inputs to display. They could instead also feed back
into the mutation mechanism.

Finally, we need to conduct more experiments to validate
the usefulness of FuzzLens in practice. Currently, we only
have anecdotal experience on small, pure functions. There,
the tool provides concise examples that cover all cases, some-
times highlighting surprising semantics for edge cases.While
many production code bases contain such small, pure func-
tions, they also bring more challenges in the form of larger
functions, functions with side effects, higher-order functions,
and framework-heavy code. The next step to evaluate the
usefulness of FuzzLens in a more rigorous way on a wider
audience is to conduct a user study.

5 Conclusion
Examples can illustrate how code behaves, but they are diffi-
cult to harvest. Fuzzing is an option to automatically generate
examples that cover the behavior space. Our extension pro-
totype FuzzLens shows examples inputs for functions for
dynamically-typed object-oriented languages. We see poten-
tial in integrating the generated examples more deeply with
other runtime tools.
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