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Fuzzing — testing code with random inputs to see if it crashes — is a well-
researched technique. In this work, we explore how fuzzing enables new
editor tooling. We integrate fuzzing into the compiler pipeline and language
tooling of Martinaise, a custom programming language. Our prototype can
fuzz individual functions and show results in Visual Studio Code. Unlike other
methods for testing code, this requires no extra effort from the developer.

Our tool shows crashing inputs next to the function signature. This shortens
the feedback loop compared to traditional fuzzing, as edge cases are shown
while the code is written, thereby preventing bugs.

Our tool also displays example inputs, chosen based on code coverage.
Examples that execute different parts of a function can help understand the
function’s behavior without reading the implementation. Examples can be
filtered to ones reaching the cursor position.

We evaluate the quality and performance of our prototype and for which
kind of code fuzzing can give useful examples. We discuss how our approach
can be applied to other programming languages. Fuzzing has the potential
to serve as the basis for Babylonian Programming, visualizations, debugging
sessions, and other tools that benefit from concrete examples.

Fuzzing — Code mit zufilligen Eingaben testen, um Crashes zu finden — ist
ein etabliertes Forschungsfeld. In dieser Arbeit untersuchen wir, ob Fuzzing als
Grundlage fiir Editor-Tooling dienen kann. Wir bauen Fuzzing in den Compiler
und das Tooling von Martinaise ein, einer eigenen Programmiersprache. Unser
Prototyp kann einzelne Funktionen fuzzen und Ergebnisse in Visual Studio
Code anzeigen. Im Gegensatz zu anderen Test-Verfahren miissen Entwickler
keinen extra Code schreiben, um unsere Editor-Erweiterung zu nutzen.

Unsere Erweiterung zeigt Fehler verursachende Eingaben neben Funk-
tionssignaturen. Dieses direkte Feedback zu Randfillen wahrend des Code-
Schreibens kann Programmierfehler verhindern.

Unsere Erweiterung zeigt aufSerdem Beispieleingaben fiir Funktionen, die
sie aufgrund von Code-Coverage auswahlt. Beispiele, die das komplette Funk-
tionsverhalten abdecken, konnen dabei helfen, eine Funktion zu verstehen,
ohne die Implementierung zu lesen. Beispiele konnen gefiltert werden.

Wir evaluieren die Qualitdt und Geschwindigkeit unseres Prototypen. Wir
diskutieren, fiir welche Arten von Coding-Stilen Fuzzing sinnvoll nutzbar ist
und wie unser Ansatz auf andere Programmiersprachen {ibertragen werden
kann. Fuzzing hat das Potenzial, die Basis fiir Babylonian Programming, Visu-
alisierungen, Debugging-Sessions und andere Werkzeuge zu bieten, die von
konkreten Beispielen profitieren.
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1 Introduction

When writing code, it is common to start by writing a draft that handles most
inputs correctly (“the happy path”) and only then implement the behavior
for edge cases. For example, a developer might calculate the average of a list
of numbers by dividing the list’s sum by the number of list elements. While
this works for most lists, empty lists cause a division by zero — a bug was
introduced! Could tooling have prevented this?

To fix the code, there are two approaches: Either, you communicate assump-
tions about the input in clear terms — for example, an empty list might produce
a human-readable error like “You cannot average empty lists” and the docu-
mentation for the function may explicitly state that lists should not be empty.
Or you change the behavior of your code so that it handles edge cases — for
example, it may return 0 or null for empty lists.

Both of these approaches require the developer to think about possible edge
cases. If they do not, such unhandled edge cases might produce wrong values
propagating further through the program. As a result, the root cause and the
observed failure can be far apart. Finding and fixing such bugs can be time-
consuming, especially if developers are unfamiliar with the implementation.
Can we highlight edge cases while the code is written, preventing expensive
bug hunts later?

Now consider a developer trying to understand code. As Rauch et al. [28]
showed, this process gets easier if you have concrete values. Getting such
values can be difficult for code deep inside the inner workings of a project. If
the code contains complicated nested conditions, what kinds of inputs even
reach a particular part of the code? If the code is thoroughly tested, you might
find such inputs by changing the code and seeing which tests fail. However, if
the code is not tested, what do you do?

In these scenarios, examples can help. What if the editor showed you edge
cases that cause your code to crash? What if the editor gave you a bunch of
inputs and explained how they flowed through the program? What if the
editor could give you a set of inputs that reach a specific place in the code?



1 Introduction

The infinite monkey theorem states:

If an army of monkeys were strumming on typewriters they might
write all the books in the British Museum. [6]

What if we applied this principle to programming to find bugs in our code?
We do not have infinite time. But we have fast CPUs and can observe how code

behaves for a given input.

Fuzzing does exactly that: A fuzzer generates random inputs, runs your
program with them, and observes how it behaves. It then picks promising
inputs that reach critical parts of your code and changes them slightly, exploring
even more of the codebase. Figure 1.1 shows a command line running American
Fuzzy Lop (AFL); a popular fuzzer, on a program that takes numbers as
arguments and outputs the average. In the screenshot, AFL already found
several inputs that caused the tested program to crash.

american fuzzy lop ++4.10c

0 days, 0 hrs,
0 days, 0 hrs,
0 days, 0 hrs,
0 days, 0 hrs,

89.14 (37.1%)
0 (0.00%)

splice 10
1/12 (8.33%)

147k )

disabled (default,
disabled (default,
disabled (default,
disabled (default,
n/a

(./a.out) [e

47 min, 40 sec

0 min,
3 min,
5 min,

enable
enable
enable
enable

165/52.7k, 136/84.3k
unused, unused, unused, unused
}1.06%/6314, disabled

51 sec
30 sec 6
45 sec 3

0.06% / 0.33%
3.48 bits/tuple

66 (27.50%)
79 (32.92%)

1897(0 saved)

with - 13
with - 125
with - 0
with - 239
0
100.00%

18%

Figure 1.1: American Fuzzy Lop running in the command line

Fuzzing sounds simple, but because of the numerous runs and its evolution-
ary approach, it can find edge cases and security vulnerabilities in real-world
software projects. Fuzzing found bugs in Firefox? LibreOffice? and many more
software projects. Most bugs are triggered by inputs that look very unusual,

1https://github.com/google/AFL

2https://lcamtuf.blogspot.com/2014/09/cve-2014-1564-uninitialized-memory-

when.html

https://lcamtuf.blogspot.com/2014/10/two-more-browser-memory-disclosure-

bugs.html

3https://sourceforge.net/p/libwpd/tickets/3/
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so they are difficult to discover by accident. Fuzzers create weird, inhuman
inputs, and use this as an advantage.

If you write a program for averaging numbers, modern fuzzers will tell you
within seconds that the function fails for empty inputs. If you set a fuzzer
loose on libjpeg, a library for parsing JPEGs, the fuzzer will learn to generate
valid JPEGs — some of them are shown in fig. 1.2. You see nothing useful
in the generated pictures, but they use uncommon JPEG features such as
black-and-white or arithmetic-coded data. [44]

@D@@@@@@@@@E@@E@@@EE@
- P =L
DE@@ME!@JL!D!!@M@JMQW

uugunuLLuuuuugJuu
uugummggpguu!qugg
= = = - - -
REmESEEE209nEEREEEEE
) O e 5

EDDDEjW@@.@EffDiEEETE
Figure 1.2: JPEGs generated by American Fuzzy Lop

While finding security vulnerabilities, a fuzzer gains interesting insights:
It finds concrete inputs for the main path and edge cases. For each input, it
knows which part of the code was executed (“the coverage”). [19, 48] Finally,
the fuzzer knows which parts of the program were not covered during its tests.
All of this may be interesting runtime information to have when writing code.

Over the years, code editors have been extended with lots of tooling: syntax
highlighting, type hints, lints, and sometimes even concrete examples via
Babylonian Programming. [28] This work explores whether it makes sense to
add fuzzing to that list. In particular, we look at the following questions:

Can fuzzing highlight edge cases while writing code?
Can fuzzing help understand code with example inputs?

The remainder of this thesis is structured as follows: First, we describe how
static type systems, linters, and tests make code more robust. We also show
how immediate examples in the code help developers (chapter 2). We sketch
out how the editor might show insights from fuzzing, an application of fuzzing
that has not yet been explored (chapter 3). Next, we describe how we integrated
fuzzing into the compiler pipeline and language tooling of Martinaise, a custom
programming language (chapter 4). We evaluate our tool’s example quality,
performance, and communication, and compare it to existing tools (chapter 5).
Finally, we discuss which areas need further improvements and how similar
techniques could be applied to different programming languages (chapter 6).






2 Background and Related Work

We want to bring insights from fuzzing into the editor. Fuzzing is not unique in
its ability to discover program flaws. Over the years, the software engineering
industry has adopted several practices that help you write more robust code.

Software that is not robust, is expensive: A function that behaves unexpect-
edly for some combination of inputs might return a wrong value or crash. In
big software systems built from many smaller abstractions, the wrong behavior
of a single part can affect the entire system’s stability. Figure 2.1 shows a system
architecture with a fault in a transitive dependency.

This is not just a concern for runtime reliability: Fixing bugs deep in your
software stack is also time-consuming for developers. Finding and correcting
the misbehaving code might involve discovering transitive dependencies you
did not know you had; thinking in new domains on completely different levels
of abstraction, and contacting and coordinating with maintainers.

A 4
J L]
55
J L)L

Figure 2.1: Dependencies
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That is why much effort has gone into making the individual pieces of code
more robust and communicating the interfaces (the arrows in fig. 2.1) more
clearly. In this section, we give an overview of these techniques. Generally,
they can be divided into ones that inspect the code statically (section 2.1 —
section 2.2) and ones that require executing the code (section 2.3 — section 2.5).

*As of writing this thesis, creating a new React app automatically adds 1315 packages as
dependencies.



2 Background and Related Work

2.1 Static Type Systems

Programming languages with static type systems describe the inputs and
outputs of functions using types. Usually, you cannot execute code if types do
not line up.

There are entire research fields dedicated to inventing, formalizing, and
researching type systems. This chapter focuses on select works relevant to this
thesis.

2.1.1 Concrete Simple Types

The simplest type systems work on concrete types, such as integers or strings.
Listing 2.1 shows a concretely-typed function written in Dart® that sums a list
of numbers.

Listing 2.1: sum in Dart

int sum(List<int> numbers) {
var result = 0;
for (final number in numbers) {
result += number;
}
return result;

}

Here, the types communicate that the function only works on lists of integers.
The compiler enforces that the caller and callee adhere to the type: Within the
function, you can rely on numbers being a list of integers — and you get all the
tooling benefits this brings (like better auto-completion). Outside the function,
you have to call the function with the correct type; otherwise this will result in
a compile error. Typically, your editor will show you an error directly at the
call site.

2.1.2 Abstract Types

Some languages let you write functions that are generic over the types they
accept. Usually, you can constrain which operations these generic types must
support. These constraints are sometimes called interfaces? type classes; traits?
or abilities® and allow you to write reusable code that precisely communicates
the requirements of types.

2https://dart.dev/
3https://docs.oracle.com/javase/specs/jls/se23/html/jls-9.html
4https://www.haskell.org/tutorial/classes.html
5https://doc.rust-lang.org/book/chl0-02-traits.html
6https://www.roc-lang.org/abilities
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2.2 Linters and Symbolic Execution

The sum function” from Haskell’s standard library, shown in listing 2.2, uses
two generic types, t and a. Everywhere this function is called (with concrete
types), t must implement the Foldable type class® and a the Num type class?

Listing 2.2: sum in Haskell

sum :: (Foldable t, Num a) ==t a -> a
sum = getSum #. foldMap' Sum

If you create a new type (such as one for complex numbers) and make it
implement the Num type class by implementing the arithmetic operations;° the
sum function still works for the new type.

Type classes are not only a set of operations (or methods in object-oriented
terminology). Additionally, type classes have semantic meaning and might
require the operations to fulfill extra invariants. For example, the + and *
operations of the Num type class are customarily expected to be associative and
commutative.

2.1.3 Conclusion

We saw different approaches to using types to document what kind of values
code works on. Even though statically typed languages let you model many
properties of your program in the type system, you decide which properties
to type-check. For example, it would be cumbersome to prove that a variable
cannot be zero every time you want to divide by it — so Haskell’s division
function™ does not encode that requirement in the function signature and
instead crashes. A big part of engineering software with static types is deciding
which invariants to track in the type system and which to enforce during
runtime.

2.2 Linters and Symbolic Execution

Apart from static type systems, which check type safety, tools can also statically
analyze other properties. Just like static types, they try to understand the
structure of the code rather than running it. This is usually done using a form
of symbolic execution, where the tooling checks other properties of variables
than types, for example, whether they are initialized. For example, linters can
detect unused parameters and potentially uninitialized variables by analyzing
the code’s control flow. More advanced static analyses can alert you of code

7https://hackage.haskell.org/package/base-4.21.0.0/docs/Prelude.html#v:sum
8https://hackage.haskell.org/package/base—4.21.0.0/d0cs/Pre1ude.html#t:Foldable
9https://hackage.haskell.org/package/base-4.21.0.0/docs/Prelude.html#t:Num

104, * abs, signum, fromInteger, and negate or unary -
https://hackage.haskell.org/package/base-4.21.0.0/docs/Prelude.html#v: -47-
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2 Background and Related Work

that can never be reached or analyze the conditions that need to be fulfilled
for some code to be reachable.

The line between compilers and linters is somewhat blurry — in many
statically compiled languages, the compiler can also emit warnings that indicate
how the code could be improved. Especially in dynamically typed languages
like JavaScript, linters are widely used because they shorten the feedback cycle
when writing the code [33] — for example, the linter ESLint can highlight
unused variables, seen in fig. 2.2. [34]

function print(message: string) { 'print' is defined but never used.
console. log("Hello!");

}

Figure 2.2: Warnings from ESLint

2.3 Testing

While statically checking code can prevent many errors, proving the code’s
behavior is impractical for many applications. That is why certain conditions
are only checked during runtime — such as division by zero. To be confident
that our code behaves correctly when it is executed, we can run it for some inputs:
We test it.

2.3.1 Manual Testing

The most straightforward way to ensure the code does what it should is to test
it: Just run your program, feed it some inputs, and see if it behaves as it should.

Program

input
Human Code '

Code

Figure 2.3: Architecture of manual testing

For big software projects, this can take so much effort that there are dedicated
quality assurance (QA) teams whose only job is to use and try to break software.
This is expensive, and getting feedback on a code change can last several days.
Despite the high cost and slow feedback, manual tests are still worth it if you
cannot exactly specify when your code is correct vs. wrong. For example, in
games, many bugs are only obvious to human players. That is why games



2.3 Testing

often have dedicated QA teams, which usually make up about 10 % of the
development cost [15].
Can we test with less effort?

2.3.2 Unit Tests

If you can specify the correct behavior of your code, unit tests are usually a
better alternative: Rather than manually testing behavior, we specify inputs and
expected outputs (“a test”) and let computers test that our code produces the
correct result. Because the tests are just normal code, they can test individual
“units” of code (usually functions) in isolation.

Program

input
Test | Code
output

Figure 2.4: Architecture of unit testing

For most programming languages, there are testing frameworks that allow
you to specify inputs and outputs. They run the tests and display mismatched
results in a human-readable way. Listing 2.3 shows unit tests in Zig, where
you can write top-level test blocks and run them from the command line.

Listing 2.3: Unit tests in Zig
const std = @import("std");

fn average(numbers: []i64) { ... }

test "calculate average" {
try std.testing.expectEqual(2, average([ ]i64{ 1, 2, 3 }));
}

Because running unit tests does not require human effort, we can automate re-
running them every time the code changes. This prevents us from accidentally
breaking our code later. Khorikov [13] asserts that code deterioration naturally
occurs in big software projects maintained over a long timeframe, and unit
tests help to slow that process down.

Metrics such as code coverage — the set of executed code — can be used to
determine if a codebase is sufficiently tested. [9] Depending on the granularity,
you can distinguish between different kinds of code coverage:
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STATEMENT COVERAGE We track which statements of the source code were
executed. In practice, this is the most used form of coverage tracking. [19]
BraNcH CovERAGE We only track how execution continues at flow constructs
(for example, at conditional expressions or loops). If the code does not
crash, this form of coverage is more accurate than statement coverage: If we
know which branches were executed, we also know which statements were
executed. For empty branches, we get additional information over statement

coverage.

PatH COVERAGE In this case, we track the entire execution path (for example,
how often a loop was chosen). This can be even more precise than other kinds
of coverage. For example, assume two sequential ifs are always both chosen
or both not chosen. Unlike branch coverage, path coverage can distinguish
this from the case where only one conditional is chosen.

Depending on how critical it is to get some part of the code right, you might
have different demands on the coverage you achieve. Testing the main path
may be enough for some parts of the code. For other (perhaps security-critical)
parts, you may want to test every possible path the program can take.

While unit tests make testing reproducible and coverage can help you find a
sweet spot on the effort-to-reward curve, testing your code thoroughly is still
a lot of effort. Can we test with less effort?

2.3.3 Property-Based Testing

When writing unit tests, your workflow is essentially this: You craft inputs
for your code and then compare the result of the computer’s calculation with
the one done in your head. Property-based testing lets the computer generate
inputs for you: A framework generates random inputs. Your tests receive those
inputs as arguments and can then test properties of your code that should be
true for any input. [26]

Program

generated input 14 \ input
Property-Based > >
Testing Framework Test | Code
succeed / fail \ ) output

Figure 2.5: Architecture of property-based testing

Y
Y

In 1997, Fink et al. introduced the specification language TASPEC for defining
properties [7]. Today, property-based testing frameworks usually allow you
to specify properties in the same language as the implementation. There is

10
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QuickCheck™ for Haskell, Hypothesis'3 for Python, Glados'4 for Dart, and
many more for other programming languages.

To demonstrate how property-based testing works, we will test a function
that picks the maximum from a list of numbers. Listing 2.4 shows Dart code
using the Glados package to test properties of a max function. The three tests
tell the Glados framework which types of values to generate. They then accept
an input, call the max function, and check a property about the relation between
the input and output.

Listing 2.4: Property-based testing in Dart

// If the list is empty, return null, otherwise the biggest number.
int? max(List<int> list) { ... }

Glados(any.list(any.int)).test("max null -> empty", (list) {
if (max(list) == null) {
expect(list, isEmpty);

}
1)

Glados(any.nonEmptyList(any.int)).test("max >= items", (list) {
final maximum = max(list);
for (final item in list) {
expect(maximum, greaterThanOrEqualTo(item));
}
1)

Glados (any.nonEmptyList(any.int)).test("max in list", (list) {
expect(list, contains(max(list)));
3

Because all the mathematical properties that make a max function correct are
encoded in tests, an incorrect implementation will likely fail one of these tests.
For example, the implementation in listing 2.5 produces a wrong output for
lists containing only negative numbers — it will return o instead of the largest
negative number.

Listing 2.5: Wrong implementation of a max function

int? max(List<int> input) {

if (input.isEmpty) {
return null;

}

var max = 0;

for (final item in input) {
if (item > max) {

max = item;

}

}

return max;

}

If you run the tests from listing 2.4 for the function implementation from
listing 2.5, the framework will produce a minimal example that violates the

12https://hackage.haskell.org/package/QuickCheck
Bhttps://hypothesis.works/
4https://pub.dev/packages/glados, created by the author of this thesis
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tested properties: a list containing -1. Listing 2.6 shows the output of running
the property-based tests.

Listing 2.6: Output of property-based tests on the wrong max implementation

Tested 9 inputs, shrunk 2 times.
Failing for input: [-1]

Expected: contains <0>
Actual: [-1]
Which: does not contain <0>

The framework itself does not know anything about your types. Instead, it
uses generators to create new instances and to incrementally reduce an instance
failing a test to create a minimal failing example. In the above example, any . int
is a generator for integers. any. list is a function that accepts a generator for
the list items and returns a new generator for lists.

Most property-based testing frameworks work in two phases, as shown in
fig. 2.6. [26]

In the exploration phase, the framework asks the generator to create arandom
value. It then runs the test with that value, trying to get it to fail. The strategy of
creating values differs between generators. The any.list(any.int) generator
chooses a random size, generates that amount of integers, and puts them into
a list. The max example from above causes these inputs to be generated:

Listing 2.7: Generated inputs from Glados

[5, 2, -6, -4, 7, -9, -9, 0] -> succeeds

[5, 0, -7, 10, -3, 1, 8, 11, -10] -> succeeds

[2, 8, -9] -> succeeds

[5] -> succeeds

[1, -13, -5, 10] -> succeeds

[15, -4, -8, 5, 7, -9, -10, 4, -9, -9, -12, 3] -> succeeds
[12, 7, 15, -6, 10, -15, -9, -3, 7] -> succeeds

[-4, 14, 16, 1, -14, -2, -2, -14, -4, 14] -> succeeds

[-5, -3] -> fails

If the framework finds a failing input, the entire test will fail. In our example,
because the test fails for [-5, -31, we know that our max implementation or the
test itself is incorrect. To ease debugging, the framework now tries to minimize
the failing input before reporting it: It enters the shrinking phase.

In the shrinking phase, the framework already knows an input that causes
the test to fail. It then asks the generator to make the input slightly smaller,
which results in a few variations of the input. It runs the test for those values.
If one of them still causes the test to fail, it uses that input as the new baseline
and tries to shrink that value further. Otherwise, the minimal failing input is
reported to the user.

In our case, the any. list(any.int) generator first tries removing items from
the list and then moves the individual integers closer to zero. For example,
the [-5, -3] list can be simplified to [-3]1, [-5], [-4, -3]1,0r [-5, -2]. When
minimizing [-5, -3] for the max function, the framework tries the inputs

12



Exploration Phase
find an input that fails the test

Shrinking Phase
reduce the failing input

2.3 Testing

Generator Property-Based Testing Framework Test
generate
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Figure 2.6: Phases of property-based testing
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shown in fig. 2.7. When a simpler input fails the test, it is immediately chosen
as the next baseline. The last failing input, [-1], is reported.

L
EE

Figure 2.7: How Glados shrinks inputs that violate properties

Property-based testing was only effective in our example of the max function
because the tests specify exactly how the function should behave. Even though
most functions are not as mathematically well-defined as the max function,
properties can still make you more confident in your code.

For example, if you have a reference implementation, you could compare your
implementation to that — your property could be that both implementations
result in the same output. [17] Unit testing is a form of that: You have a correct,
trusted implementation in your head and want to ensure that the code behaves
the same by sampling it for some inputs.

Even if you do not have a reference implementation or find properties
that specify the correctness, you can still use property-based testing to check
obvious properties. For example, even when you do not want to check that
sorting a list behaves correctly, you can still check that the resulting list has the
same length as the original one.

But still, the question remains: Can we test with less effort?

2.3.4 Fuzzing

Rather than testing individual functions, fuzzing refers to testing entire pro-
grams with random inputs to check if they crash. You can view fuzzing as a
variant of property-based testing for the most general property that programs
should have: That they do not crash, no matter the input.

Historically, fuzzing evolved from an outside-in view, analyzing the robust-
ness of other people’s programs. During a stormy night, Prof. Barton Miller was
logged onto his workstation at the University of Wisconsin on a dial-up line
from home. [24] Because of the rain, there was lots of noise on the telephone
line, affecting his inputs. This caused many of the Unix utilities to crash.

In the next semester, he asked his students a research question: How many
Unix utilities crash or hang if you feed them random inputs?*> Their exper-
iments with this technique revealed bugs in 24 % of the 9o programs that

Bhttps://pages.cs.wisc.edu/~bart/fuzz/C5736-Projects-f1988.pdf
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were tested. In the resulting paper, Miller notes that “while our testing strat-
egy sounds somewhat naive, its ability to discover fatal program bugs is
impressive.” [24]

Today, fuzzing is a common technique to make security-critical software such
as firmware, operating systems, browsers, and applications more robust. State-
of-the-art fuzzing uses a similar architecture to Miller’s initial implementation,
shown in fig. 2.8: A component called fuzzer generates inputs, runs the program
with those inputs, and receives feedback about the program’s behavior such as
whether the program crashed. Once the fuzzer finds a crash-inducing input, it
gets reported.

generated input Program
(bytes)

Code

Fuzzer

A

feedback

Figure 2.8: Architecture of fuzzing

While the general architecture remained, state-of-the-art fuzzers differ in the
kind of feedback they receive and in how they generate the inputs. Depending
on the amount of feedback, fuzzing techniques can be roughly divided into

three groups: [4, 29, 39]

BrLackBox FuzzING The fuzzer receives no feedback about the inner work-
ings of the program. The only feedback is externally visible behavior such
as whether the program crashed or not and the execution time. The simplest
form of blackbox fuzzing is Miller’s initial approach. More advanced tech-
niques such as grammar-based fuzzing allow the user to specify a grammar
for generating a variety of well-formed inputs that can fulfill even complex
invariants.

GREYBOX FUZZING We know a little bit more. The fuzzer receives simple
coverage feedback and can use this to judge the quality of inputs. For
example, inputs that only reach a few instructions at the beginning of the
program are perhaps not as interesting as inputs that lead deep into the
program’s control flow logic. Inputs that reach new code locations are slightly
mutated to explore those code paths further. Common mutations insert new
bytes into the input, remove parts of the input, or replace some of the input
with randomly generated new bytes. Continuing this gradual evolution of
inputs over many generations, the emerging inputs usually stress most of
the program’s code.

WHITEBOX FUZZING The fuzzer can access the program code (either on source
or machine code level) and analyze the program’s structure. For example, it

15
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can analyze the control flow abstractly and then use a constraint solver to
generate inputs that reach an interesting location.

The most widely used open-source fuzzers are based on American Fuzzy
Lop (AFL) [45], an early implementation of a Greybox fuzzer. To this date,
AFL has found critical security vulnerabilities in firmware, operating system
kernels, web browsers, databases, file systems, and many other projec:ts.16 [42,
45, 47] Because fuzzing is easy to apply to existing projects without changing
the code and it is effective at finding bugs, many security-critical projects test
their code using fuzzing.'”

Fuzzing techniques differ in how they deal with the tradeoff that is inherent
to thoroughly testing code:

To find bugs, code needs to be executed
with many interesting inputs.

high quantity high quality
of inputs of inputs

Blackbox fuzzing solely focuses on the quantity of inputs. Generating each
random input works in constant time. As a tradeoff, inputs will usually not
flow deep into your program. For example, if your program starts with the
guard condition if (input[@] == ’a’), a Blackbox fuzzer needs to generate
256 inputs on average to execute this clause just a single time. For programs
that do any input validation, only a tiny fraction of inputs will reach interesting
code.

Whitebox fuzzing focuses on the quality of inputs. Because it analyzes the
program flow and uses sophisticated constraint solvers, there is a big constant
overhead for generating inputs. For typical programs, the time spent generating
inputs trumps the actual runtime.

Greybox fuzzing balances the quantity and quality of the input generation.
Input generation works similarly fast to Blackbox fuzzing. At the same time,
coverage feedback allows the fuzzer to identify and slightly modify inputs
with high coverage, resulting in interesting inputs over time. Greybox fuzzing
is typically more effective at finding bugs than the other two variants. Hence,
most fuzzing research focuses on Greybox fuzzing. Table 2.1 compares the
different fuzzing techniques side-by-side.

165ome high-profile projects where AFL found bugs: Mozilla Firefox, Apple Safari, iOS kernel,
sqlite, Linux ext4, Tor, PHP, OpenSSL, OpenSSH, LibreOffice, libpng, curl, GPG, OpenCYV,
zstd, 1z4, MySQL, . ...

17See also: https://github.com/google/oss- fuzz
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Blackbox Greybox Whitebox
feedback external simple total

behavior metrics control flow
input generation | random, random, constraint

dictionary | mutation solver
input quantity high high low
input quality low higher high

over time

Table 2.1: Comparison of fuzzing techniques

This thesis aims to bring examples derived by fuzzing into the editor. As
Greybox fuzzers generate many examples and can achieve a high quality over
time, we describe how they are usually implemented. Because AFL was the
first widely used open-source Greybox fuzzer, many other Greybox fuzzers
followed its general architecture, which is well-documented [45] and shown
in fig. 2.9.

. The fuzzer maintains a pool of inputs. Initially, this pool is empty or filled with
examples explicitly given by the developer.

. The fuzzer either generates a new, random input or chooses an input from the
input pool and mutates it slightly.

. The fuzzer runs the program, sending the generated bytes into its standard
input (stdin). The fuzzer observes the coverage and whether the program
crashed. AFL implements coverage tracking by rewriting the machine code so
that branch instructions update a global coverage map based on whether the
branch was chosen.

. If the input causes the program to take branches that were not taken before,
the input is added to the input pool.

. Go to step 2.

/ Fuzzer \

\a

[judging input quality )

-

generated input
(bytes)

Program

Code

input pool coverage, crash?

/

Figure 2.9: AFL’s architecture
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Since the inception of AFL, several papers [2, 3, 4, 8, 10, 18, 43] have proposed
additions to make fuzzing even more effective. For example, Bohme et al. [3]
propose favoring inputs with a unique coverage profile compared to other
inputs. This compensates for over-representing the “happy path” in the input
pool. Using their reweighed inputs, the fuzzer chooses uniformly among all
explored code paths rather than among all inputs. AFL++8 consolidates several
such extensions to AFL into a single project, now considered state-of-the-art
of open source fuzzing.

A remaining question worth looking at is what inputs programs receive.
Usually, fuzzing only concerns itself with the input given over the standard
input (stdin), but that is not the only factor determining what the program
will do. A program may behave differently based on environment variables,
the content of the file system, the result of network traffic, the scheduling of
its threads, etc. To get these non-obvious inputs under control, some fuzzers
add a virtualization layer between the program and the actual hardware. [29]
This allows the fuzzer to generate new inputs for all these input surfaces and
makes the program execution completely deterministic.

Often, a fuzzing session is followed by the minimization of crash-inducing
inputs using Delta Debugging [46], a similar technique to the shrinking phase of
property-based testing. Apart from that, there is no research on how to present
the fuzzing results. Usually, crashing inputs are displayed in a terminal, but
other insights from fuzzing (such as example inputs with a unique coverage)
are not a subject of interest. We want to change that by showing examples in
the editor.

2.4 Babylonian Programming

Annotating source code with concrete examples is not a new idea. This prac-
tice is called Babylonian Programming [27, 28] — 4000 years ago, the ancient
Babylonians already used concrete values to understand abstract algorithms.
[14] Human brains are great at recognizing patterns, so examples help us com-
prehend source code. Many software libraries are distributed with examples,
which you can find in tests, technical documentation, and tutorials.

Rauch et al. [28] compare development environments showing concrete
values right next to the source code. Figure 2.10 shows a selection of these
editors.

INVENTING ON PRINCIPLE In Bret Victor’s talk “Inventing on Principle” [36],
he presents the editor shown in fig. 2.10a. You can specify example values

for function inputs in the right pane next to the source code. The editor

18https ://github.com/AFLplusplus/AFLplusplus
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function binarySearch (key, array) { key = 'g
array = ['a','b",'c','d",'e","f']
var low = 0; low = 0
var high = array.length - 1; high = 5
while (1) { low= © | 3 | 5 | 6 | 6
high=5 | 5 | 5 | 51| 5 |
var mid = floor((low + high)/2); mid= 2 | 4 | 5 | 5| 5
var value = array[mid]; value = 'c' | 'e' | 'f' | 'f' | 'f' |
if (value < key) {
low = mid + 1; low= 3 | 5 | | 6 | 6 |

else if (value > key) {
high = mid - 1;

else {
return mid;

(a) Editor from Inventing on Principle

var low = 0;
var high = 5;

while (low <= high) {
p(low, [0,1,2,3,4,5]);
p(high, [5,5,5,5,5,5]);

Tow++;

}
(b) Editor with Live Literals

= Babylonian Programming Editor - 0 %X

= =

|vers=ons load | save 3 kernel.org/li flively4-babylonian-progr g/ \oman—pmgrammmgl

A function drawSmiley(canvas, eyeColor, skinColor, numEyes) {

® © = |Simpson| this: |null % %| canvas: [ETMLCanvasEle
x © = | [Alfen)] this: [null 3%
HTMLCanvasElement 2%

canvas:

eyeColor:
skinColor:
numEyes :
2 if (canvas.getContext) {
let ctx = canvas.getContext('2d'):;

5 drawOuterCircle(ectx, skinColor);

Q ctx: Simpson

Ready

= ExampleCan . O = ExampleCanv . O |

- @

(c) Editor from Babylonian Programming

Figure 2.10: Editors enabling Babylonian Programming
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will then show you the concrete values of all variables and how they evolve
as the function executes. This works even for code containing control flow
structures. In fig. 2.10a, the editor shows the intermediate results of a binary
search.

Live LITERALS are values in your code that the tooling automatically up-
dates [35]. Figure 2.10b shows code containing several probes (the p func-
tions). The second argument of these functions will be replaced by the literal
value that the first argument evaluates to. As you type, the source code of
these live literals will update to reflect changes.

BaBYLONIAN PROGRAMMING EDITOR This editor, shown in fig. 2.10c, com-
bines immediate feedback in the source code with a rich graphical represen-
tation of values. This representation is bidirectional — when you use sliders,
the code updates to reflect that.

A major difference among these tools is how developers specify examples.
Rauch et. al [28] distinguish between two methods of providing examples:

ImpLICIT examples are provided in the source code, thus requiring code
modification.
ExpLiCIT examples are provided using a special syntax or separate Ul

By using fuzzing, we add a third origin for examples: The computer itself.
Unlike traditional Babylonian Programming tools, we can find interesting
examples and show them to developers.

From the developer’s perspective, hints based on fuzzing will feel less like
a conscious debugging or exploration effort and more like passive, always-
available tooling similar to information derived using static analyses.

2.5 Large Language Models

Large language models (LLMs) have become more common for assisting
during development, especially for writing code [41]. LLMs are also used to
generate tests automatically [31]. There is a parallel to fuzzing: Both techniques
generate examples to test your code. However, the focus is different.

LLMs can generate human-readable examples deemed interesting based on
the LLM'’s static understanding of the code. Because LLMs have to approxi-
mate the runtime behavior of code internally, the generated examples can be
syntactically incorrect or not cover the entire behavior space. [16, 25, 30]

On the other hand, examples found through fuzzing are grounded in the
actual semantics of the code. Some approaches [22, 40] try to integrate LLMs
into the input generation and mutation parts of fuzzing, guiding the fuzzer
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to sensible inputs in a more targeted way. Wang et al. [38] adapt the LLM
generation to only generate tokens that result in valid data; this allows using
LLMs while guaranteeing a computer-parsable result.

Because fuzzing has not been established as a basis for editor tooling, our
prototype only uses a simple fuzzing approach. In the outlook, we discuss how
LLM:s could be adapted to this approach.

2.6 Conclusion

We have looked at several tools that help write more robust software and
understand how software behaves. In general, we can draw a line between
static and dynamic tools:

Static tools analyze the structure of the code. As they analyze our code while
we are writing it, they give immediate feedback about the state of the code.
Because static tools cannot reason about the runtime behavior, developers
need to encode relevant properties for static tools — for example, by modeling
properties in the type system.

Dynamic tools execute the code. Depending on the setup, they can also give
immediate feedback — for example, unit tests that re-run when you edit the
code. However, getting into a dynamic setting usually requires some extra
effort from developers (such as writing unit tests or starting a debugging
session). As dynamic tools only run the code for specific inputs, they cannot
prove the correctness. [5]

Fuzzing can be a more useful dynamic tool if integrated well into the editing
experience. By automatically fuzzing code as it is being written, developers
could get immediate feedback about the state of their code. This has the poten-
tial to be particularly helpful for catching classes of errors such as unhandled
edge cases.
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In the previous chapter, we have seen that fuzzing does not require examples,
can be completely automated without program modification, and yields useful
results. We have also seen how concrete examples can help with understanding
code. Now we want to combine those approaches to generate examples for
functions.

To do that, we have to address the limitations of fuzzing:

GRANULARITY Fuzzing works on entire programs, not smaller pieces of code.
Fuzzers generate inputs on the byte level.

LocavriTy Fuzzing is not integrated into the editor but is a separate tool
invoked from the command line.

PErRFORMANCE The deeper a bug is within your code, the longer it takes for
the fuzzer to reach it.

We build a fuzzer that works on the granularity of functions instead of entire
programs. This enables new tooling, such as fuzzing functions in an isolated
way and showing example calls next to the code. This is how we envision such
a tool to behave:

Fuzz By DEFAULT Just by writing a function, it should automatically be
fuzzed. The tooling should be able to generate random values for the function
parameters.

MINIMIZE DISTANCE BETWEEN CODE AND EXAMPLES Fuzzing should show
edge cases while the code is written, tightening the feedback loop. We want
to minimize the distance between writing code and getting examples, both
spatially (showing results in the editor instead of on the command line) and
temporally (fuzzing automatically as you write your code).

SHOWCASE FUNCTION BEHAVIOR Examples should cover the entire behavior
space of a function. For example, inputs for an average function could show
the behavior for lists with multiple items, one item, and no items (causing a
crash in the implementation from fig. 3.1). Multiple examples showcasing
the same behavior are not as interesting as inputs that explore the entire
function’s behavior.
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This thesis does not attempt to advance the state-of-art of fuzzing. Instead,
we want to explore how fuzzing can be deeply integrated into editor tooling.
Rather than creating a generic solution that works on the lowest common
denominator of programming languages and fuzzers, we limit our scope to
a single programming language. This allows us to integrate fuzzing tightly
into the existing language tooling as a proof-of-concept, assessing the viability
of fuzzing-based tooling in the easiest way. In chapter 6, we discuss how this
approach could be generalized to other languages.

3.1 Choosing a Language for Our Prototype

We need to decide on a programming language to implement a proof-of-
concept implementation of function-level fuzzing. The aspect of programming
languages that impacts fuzzing the most is whether the types of function
parameters are known statically (at compile time) or dynamically (only at
runtime).

3.1.1 Dynamically Typed Languages

Dynamically typed languages do not constrain the function inputs in any way.
For example, the Smalltalk method shown in listing 3.1 calculates the sum of a
Collection.

Listing 3.1: sum in Smalltalk

sum
"Compute the sum of all the elements in the receiver"
Tself reduce: [:a :b| a + b]

This code can handle input of different types. For example, since the Complex
type for complex numbers supports the + message, the sum function works
with complex numbers, even if the original code author did not anticipate that.

On the flip side, this flexibility means that developers using a function either
have to look into the function’s body to understand what inputs it expects or
rely on context such as the names of parameters, explanatory comments, or
external documentation.

Fuzzing could substitute the documentation you otherwise gain by using
type annotations. For example, a fuzzer could find out that the sum function
crashes if you call it on a list of strings, but it does not crash if you give it a list
of numbers. The fuzzer might provide a few examples of valid function calls.

However, because Smalltalk’s message dispatch is dynamic, the fuzzer
cannot statically decide whether a class supports a method — you can decide on
a per-object basis whether calling + raises a MessageNotUnderstood exception.
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This makes it difficult for the fuzzer to generate receivers and arguments for
methods — each method can work with an unlimited amount of objects.

3.1.2 Statically Typed Languages

We already gave an overview of some static type systems in section 2.1. Statically
typed languages that favor concrete types are straightforward to fuzz. For
example, if the sum function takes an input of List<Int>, a fuzzer could
generate random lists of integers, similar to how property-based fuzzing
works (see section 2.3.3). Unlike in dynamically typed languages, where it is
easy to find an input that causes a function to crash, a crash of a statically typed
function represents an edge case — either an invariant that is not modeled in
the type system or just a programming bug.

Statically typed languages with abstract types and interfaces make fuzzing
difficult. For example, assume the tool should fuzz a Rust function that accepts
an input implementing the Ord trait, allowing for comparing values. The fuzzer
would have to implement a concrete type that fulfills the 0rd trait. However,
properties of the required cmp function, such as transitivity, are only specified
in the documentation.

3.1.3 Conclusion

Fuzzing usually works on entire programs, where the input format is well-
defined (a byte stream on the standard input). Therefore, fuzzing individual
functions will work best in languages with similarly concrete types. To evaluate
whether fuzzing as editor tooling is useful in principle, we implement fuzzing
for Martinaise; a custom programming language that is designed to be easy
to fuzz: It has a simple, static type system. It heavily favors using concrete
types rather than specifying interfaces. It does not support functions as values
(first-class functions). It has a small compiler and simple language tooling,
allowing us to integrate fuzzing directly into the compiler pipeline.

In section 6.1, we discuss how our approach could be adapted to work with
real-world languages.

3.2 Showcases
Next, we consider which kinds of interactions fuzzing might enable. As you
browse the code, the editor could test visible functions using fuzzing. It could

then show concrete calls next to the source code, similar to what fig. 3.1 shows.

Yhttps://doc.rust-lang.org/std/cmp/trait.0rd.html
2https://marcelgarus.dev/martinaise
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3 Approach

The original code author does not need to write extra code to enable these hints.
Edge cases where inputs cause a function to crash can also be highlighted.

1 fun abs(number: Int): Int {

2 if number >= 0 then
3 number

5 0 - number

6 %

7

8 fun average(list: List[Int]): Int { avemge([s',‘ﬂ)z’l
9 list.sum() / list.len

10 }

avevage ([/l/ 2, 3]) =2

dverage ([)) Pawics:

yov can't divide by 2ev0.

Figure 3.1: Example calls next to functions

Figure 3.2 shows how these concrete examples can be the basis for debugging
sessions. Succeeding examples could be turned into unit tests. Failing examples
can be debugged (if the function should not behave that way) or may be
converted into asserts (if the caller is supposed to handle edge cases).

Unlike in traditional fuzzing, a crash does not necessarily represent an error
in the code: Sometimes, crashing is the expected behavior. For example, the /
operator should crash if the dividend is zero. Perhaps, the average function
from fig. 3.1 should crash for empty lists. Hints about crashes describe the
function’s behavior without judgment — the developer decides whether to
adjust the code.

Some data types may require invariants that are not encoded in the type sys-
tem —for example, arange witha start and end mightexpectthatstart <= end.
We want to enable fuzzing for functions that accept such custom data types.
Thus, you should be able to customize how values of types are generated.
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Figure 3.2: Examples as the basis for debugging sessions, tests, or asserts
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fun abs(number: Int):
if number >= 0@ then

Int {

number
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Figure 3.3: Examples that reach a piece of code
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4 Implementation of Fuzzing for Editor

Tooling

In the previous chapter, we described how fuzzing could improve the editing
experience when integrated into the editor. We implement a proof-of-concept
of this integration for a custom, small programming language, Martinaise;
simplifying our exploration of fuzzing-based tools.

After a language overview (section 4.1), we introduce the compiler pipeline
(section 4.2) and adapt it to support fuzzing (section 4.3). Finally, we describe
the existing Martinaise tooling and how language-level fuzzing is integrated
into an editor, specifically Visual Studio Code (section 4.4).

4.1 Introduction to Martinaise

Listing 4.1 gives you a first impression of Martinaise. The example solves a
simple leet code problem; giving you a first impression of Martinaise’s syntax
and basic concepts.

Listing 4.1: Example program in Martinaise

e

| To place a flower, the plots left and right to it need to be empty.

f

}
f

}

This is a comment.
num Plot { empty, full }
Checks if you can place n flowers in the flowerbed.

un can _place flowers(flowerbed: List[Plot], n: Int): Bool {
var flowerbed = list(Plot.empty) + flowerbed + list(Plot.empty)

for 1 in 1..(flowerbed.len - 1) do {
if (flowerbed.get(i) is empty)
and (flowerbed.get(i + 1) is empty)
and (flowerbed.get(i - 1) is empty)

then {
flowerbed.&.set(i, Plot.full)
n=n-1

if n <= 0 then return true

}
false

un main() {
list(Plot.empty, Plot.full, Plot.empty).can place flowers(2)

lhttps://marcelgarus.dev/martinaise

2https://leetcode.com/problems/can-place- flowers
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4 Implementation of Fuzzing for Editor Tooling

Most of the code will be self-explanatory to developers familiar with other
programming languages. However, we want to highlight a few aspects.

4.1.1 Nominal Algebraic Data Types

Martinaise is statically typed — every value and variable has a type known at
compile time (see section 2.1). If multiple branches of a conditional expression
evaluate to a different type, that is a compile-time error.

Like in Rust or Haskell, you can combine existing types using structs and
enums. Structs declare fields; instances contain all fields. Enums declare vari-
ants; instances have one active variant and contain the corresponding payload.
Because structs and enums allow combining multiple other types using an and
or or relationship (thereby forming an algebra in the mathematical sense), this
combination of types is also called Algebraic Data Types. [37]

Types are nominal: They are compared by their name instead of by how they
are defined. For example, if you define two structs with different names but
the same fields, you cannot assign values of one type to the other type.

Martinaise does not support subtyping, inheritance, or interfaces. All types
are known at compile time.

4.1.2 Function Overloading and Uniform Call Syntax

Martinaise supports function overloading: You can define multiple functions
with the same name, but different parameter types. For each call, the compiler
looks for a function that matches the types. This happens at compile time, so
there is no dynamic dispatch.

Martinaise also has a Unified Call Syntax [32]: When you call a function using
the dot syntax left. function(arg), this is equivalent to calling the function
with the left value as an extra parameter: function(left, arg). For example,
line 23 in listing 4.1 calls list(...).can_place_flower(2), which matches the
function defined on line 7.

You can define custom operators by creating a function where the name
consists of symbols. Similar to Smalltalk, operators have no precedence; they are
evaluated from left to right. Like other functions, operators support overloading.
For example, the + operation in line 12 adds two integers, while the + operations
in line 8 concatenate lists.

4.1.3 Generics and Monomorphization

Types and functions can take type parameters in brackets ([1). To use these
generic parts of the code, you need to specialize them — for example, because
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the List type takes a type parameter, you cannot use just List as a type, but
you can use List[Plot], as seen in listing 4.1 on line 5.

The compiler does not type-check generic code in isolation. Instead, the
code is type-checked and compiled separately for each combination of types
you use. This so-called monomorphization process3 [12] is similar to how C++
templates work and is shown in listing 4.2 and listing 4.3.

Listing 4.2: Code before monomorphization
struct List[T] { ... }

fun get[T](list: List[T], index: Int): T { ... }

| more code that uses the get function for List[Int] and List[Float]

Listing 4.3: Code after monomorphization

struct List[Int] { ... }

struct List[Float] { ... }

fun get(list: List[Int], index: Int): Int { ... }

fun get(list: List[Float], index: Int): Float { ... }

4.1.4 Access to Low-Level Primitives

Martinaise is a low-level language that compiles to a simple byte code. If you
need precise control over the performance, you can use the asm keyword to
implement functions directly in byte code instructions. Because Martinaise
specifies the memory layout of types and the calling convention of functions,
asm functions can seamlessly interact with regular Martinaise code.

Besides structs and enums, you can also define opaque types, which regular
Martinaise code cannot inspect. Listing 4.4 shows how opaque types and asm
functions are used to define Int and its + operator.

Listing 4.4: A low-level function implemented directly in byte code

opaque Int = 8 bytes big, 8 bytes aligned

fun +(left: Int, right: Int): Int asm {
| data on the stack:
| - 8 bytes: address of where to write the return value
| - 8 bytes: left
| - 8 bytes: right
moveib a 8 add a sp load a a | left
moveib b 16 add b sp load b b | right
load ¢ sp | return value address
add a b store c a ret

3mono = single, morph = shape/type. After the monomorphization, each resulting function
only works on concrete types.
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4.1.5 Performance

For a language to be usable for fuzzing, it should be reasonably performant. Fig-
ure 4.1 compares the compilation time and runtime performance of Martinaise
to Rust and Python on three benchmarks: a recursive Fibonacci calculation,
an N-Body physics simulation, and a quicksort implementation. All bench-
marks were measured using the default compilers on a desktop computer with
up-to-date tooling as of October 2024.4

compile time | runtime time in

0 5 10 15 20 25 seconds
[ S K R R B

Fibonacci

N-Body
| ® Rust
- Martinaise
Quicksort @ Python
|

Figure 4.1: Benchmarks in Rust, Martinaise, and Python

The results make it obvious that Martinaise has no optimizing compiler.
Modern compilers inline code of small functions, calculate constant operations
such as 2 + 2 at compile time, etc. Martinaise does not: Calling a function
results in the CPU executing a call instruction. As a result, all numeric opera-
tions like + perform function calls. Also, Martinaise’s byte code instruction set
is minimal — for example, it does not have a sqrt instruction, which modern
hardware directly implements? but instead the standard library implements
sqrt entirely in software.

On the other hand, Martinaise is a low-level language. This has several
performance benefits: Because the resulting byte code is on a similar abstraction
level to machine code, the byte code VM can compile your code to machine
code before executing. Types are known at compile time, so data is arranged
in a dense memory layout. Performance-critical functions (such as memcompare
and memhash, used for string comparisons and hashing) are implemented as
asm functions. This makes the performance very predictable.

4The computer has an AMD Ryzen™ 7 5800X CPU running Ubuntu 24.04.1 LTS. C code code
uses gcc 13.2.0. Rust code uses rustc 1.83.0-nightly. Martinaise uses Martinaise 9 for compi-
lation and soil-zig for execution. Java uses javac 21.0.4 for compilation and Open]JDK 21.0.4
for execution. Python uses CPython 3.12.3. Each result shows the mean of 10 to 41 runs, as
judged by hyperfine; the raw benchmark measurements are in the appendix.

5The two most common CPU architectures —x86_64 and aarch64 —support an FSQRT instruction
to calculate square roots directly in hardware. [1, 11]
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4.1.6 Usability for a Proof of Concept

As a programming language with a simple, static type system, a small compiler,
and predictable performance, Martinaise lends itself well to a proof-of-concept
implementation of showing editor feedback based on fuzzing.

In chapter 6, we discuss how our approach could be adapted to different
programming languages, such as dynamically typed languages, and which
insights apply in those cases.

4.2 Compiler Pipeline

Typical Greybox fuzzers have only minimal information about the code —
they only care about whether a program crashed and its coverage. When
fuzzing individual functions rather than entire programs, the fuzzer needs
to understand which functions exist, which types they accept, and how those
types are defined.

The compiler already knows the entities in the language, so we integrate
fuzzing into the existing compiler instead of building a separate tool. This
addresses the typical limitations of fuzzing, discussed in chapter 3:

GRANULARITY The compiler knows all functions and type definitions. It
can use that knowledge to generate random values of arbitrary types. By
generating values for function arguments, the fuzzer can test individual
functions.

LocavriTy Fuzzing can run alongside the existing analysis, using all of the
compiler’s existing knowledge. Insights found through fuzzing can be dis-
played directly in the editor, using the same infrastructure as compiler
errors.

PERFORMANCE Traditional fuzzers start from the program entry point. To test
a specific function, they must first find a combination of inputs that reaches
that function. A function-based fuzzer can test every function directly, greatly
reducing the required effort. Also, useful examples do not necessarily need
to break the code: A hint that shows how an input flows through the program
can already help.

Because we integrate fuzzing into the compiler, we give a quick overview of
the compiler architecture. Martinaise has a small compiler (about 4500 lines).
Like most compilers, it represents the program using a series of intermediate
data structures (“stages”). Figure 4.2 shows the journey of the source code
when it is compiled.
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Source code We start with textual source
code, potentially split across multiple files.

Abstract Syntax Tree The compiler parses
source code into a tree representing the pro-
gram’s syntax. Each tree node corresponds to
an action in the language such as calling a
function, accessing a struct field, or defining a
variable.

Some language constructs are already re-
solved at this stage. For example, if and for
no longer exist in the abstract syntax tree. In-
stead, they are represented by the more general
switch and loop constructs. Imported files are
parsed as well. The final syntax tree contains
functions and variable definitions from all im-
ported files.

Monomorphized Intermediate Representa-
tion Starting from main, the compiler type-
checks and compiles all called functions. This
is where generics disappear: The main function
only has concrete types. The compiler chooses
the correct function for each call based on the
parameter types and then compiles that func-
tion for concrete types.

Soil Instructions Next, the compiler calcu-
lates efficient memory layouts for types and
converts the content of monomorphized func-
tions into instructions. Control flow constructs

Martinaise
source code
(.mar)

—

Abstract
Syntax Tree

v

Monomorphized
Intermediate
Representation

v

Soil
Instructions

I

Binary
(.soil)

J

Martinaise compiler

-

A

C SoiIIVM )
v

machine
code

( = )

——>» compiled

--------- » interpreted

Figure 4.2: The Martinaise
compiler pipeline

(Loops and switches) become jumps. Local variables are explicitly loaded from
and saved to stack memory. In the end, functions only contain a flat sequence
of instructions. There is no longer a distinction between asm functions and

normal Martinaise code.

The instruction set is called Soil® The instructions are low-level” and register-
based? similar to instructions understood by CPUs. Listing 4.5 shows an

example of Soil instructions.

6https://marcelgarus.dev/soil

7For a full list of the instructions and explanations, see the instruction table in section 6.2.
8The registers are: sp (stack pointer), st (status register), a — f (general purpose)
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Listing 4.5: Exiting with 42

moveib a 21
moveib b 2
mul a b
syscall 0

The moveib instructions (“move immediate byte”) moves concrete values
into the a and b registers. Then, the mul instruction multiplies these registers,
saving the result in the first register (a = 42).

Syscalls allow a Soil program to access functionality outside the VM. Syscalls
have a defined number and calling convention. For example, syscall 0 asseen
in the example causes the VM to exit using the content of the a register as
the status code. However, there are also syscalls to e.g. print to the standard
output and perform file operations.

Soil Binary Finally, the compiler serializes instructions into byte code, a
dense encoding of the instructions. It saves this byte code and string constants
into a .soil file. This file contains everything that a Soil VM needs to initialize
the VM'’s memory and start executing code.

Executing Soil Binaries Because the Soil instruction set is small, writing a Soil
interpreter is not a lot of effort. Interpreters for Soil were written in JavaScript,
Dart, Rust, C, Zig, and x86_64 assembly. Some of these even compile the byte
code into machine code for better performance — this is manageable because
machine code and Soil byte code are on a similar abstraction level.

4.3 Integrating Fuzzing Into the Compiler

We want to extend Martinaise to support the fuzzing of individual functions.
Fuzzing should work by default, without extra effort. In particular, you should
not have to tell the fuzzer how to generate inputs for your code.

Throughout this section, we will use a simple calculator program as an
example to fuzz. We define terms like this:

Listing 4.6: Definition of mathematical terms

enum Term {
number: Int,
add: Operands,
subtract: Operands,
multiply: Operands,
divide: Operands,

}
struct Operands { left: &Term, right: &Term }

Each Term is a number, an addition, subtraction, multiplication, or division.
For numbers, the Term directly stores the Int. For arithmetic operations, the
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term stores operands, which contain a left and right term. Essentially, Terms
are binary trees. Figure 4.3 shows some examples.

Figure 4.3: Examples of terms

To evaluate terms to a single number, we switch on Terms, shown in fig. 4.4.
Numbers evaluate to themselves. The other terms evaluate the two child
expressions and perform the corresponding operation. We want to show
example calls and their result in the editor automatically. Not only that, we
also want to highlight terms causing unusual behavior (such as a division by
Z€ero).

fun eval(term: Term): Int { 6 - 3 / @ panics 5 *0 ->0 2/ 4 ->0 0+ 3 - -
switch term
case number(num) num
case add(op) op.left.eval() + op.right.eval()
case subtract(op) op.left.eval() - op.right.eval()
case multiply(op) op.left.eval() * op.right.eval()
case divide(op) op.left.eval() / op.right.eval()

Figure 4.4: Hints for the eval function

To do that, our tool uses several techniques from property-based testing and
fuzzing, seen in fig. 4.5: It generates random Terms, runs the eval function,
observes the coverage, and uses that to judge how deeply inputs reach into the
function code. It mutates promising inputs to explore the entire code of the
function. The editor shows inputs representing the function’s behavior.

To implement this, we need to solve several subtasks:

Generate random values

Mutate values

Get coverage feedback when running a function
Judge the quality of inputs for exploring the function

Some of these tasks have an obvious default: To generate a Term, the compiler

could choose a random variant (for example, addition) and generate random
operands (for example, two numbers). However, for some types, there are some
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/ our tooling \

generate
random value
\ 4

. show inputs
run function . .
in editor

judge input quality
based on coverage —>» mutate input
and crashes

\_ /

D common in property-based testing

common in fuzzing

Figure 4.5: High-level overview of how the tool tests functions

implicit constraints the compiler does not know about. Take the definition of a
range, shown in listing 4.7.

Listing 4.7: The Range type

struct Range[T] {
start: T, | inclusive
end: T, | exclusive; >= start

}

Usually, you create ranges using the .. operator (as in, 1. .3). However, the
property that start <= end is not encoded in the type system. The compiler
cannot know that e.g. the range 5. .2 is invalid.

We still want to be able to fuzz functions that accept types like Range, which
have properties not encoded in the type system. However, for most types, the
compiler should automatically implement code to generate and mutate values.

4.3.1 Generating Values

The fuzzer needs to be able to generate random values. As a simple, statically
typed language, Martinaise code cannot reflect on types. Because we still want
to be able to fuzz any function, the compiler inspects types and implements
functions for generating values. We achieve this by defining a generate function
in the standard library that works for any type, shown in listing 4.8.
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Listing 4.8: The generate function

fallback fun generate[T](
static: Static[T], random: &Random, complexity: Int

y: T { ...}

The function is generic over a type T. The ... as the function body is part
of the source code, indicating that the compiler implements this function. The
fallback keyword means this function is only chosen if no other function
matches a call. This allows developers to customize the behavior of generating
values for types.

During the monomorphization stage described in section 4.2, the compiler
specializes functions for concrete types. This allows the compiler to implement
the generate function differently depending on the concrete type used as T.
For example, if the generate function is called for our Term type, the compiler
can implement a version specific to Terms. It knows the definition of the Term
type and can create straightforward code. After the monomorphization, only
concrete, specialized functions exist, so the generate function is treated like
all other functions in the rest of the compiler pipeline.

Depending on which type needs to be generated, the compiler has a different
strategy:

StrucTs The compiler generates a random value for each field and creates a
struct with those fields.

For example, if we want to create Operands (a struct defined in listing 4.6),
we need a left and a right term. The fuzzer will generate two terms and then
construct an Operands struct using them.

Enuwms First, the fuzzer randomly chooses a variant. Then, it generates a

random payload for the variant. Finally, it constructs the enum variant with
the payload.
For example, to generate a Term (an enum defined in listing 4.6), the fuzzer
chooses which variant it should be — number, add, subtract, multiply, or
divide. Then, it generates the corresponding payload (an Int for the number
variant, Operands for all other variants) and creates the enum value.

OpraQUE TYPES The compiler cannot generate opaque types. If the built-in
generate function is used for an opaque type, that results in a compiler error.
The standard library defines generate functions for some opaque types (such
as Int or Float). Other opaque types can intentionally not be generated (such
as File or Address). Consequently, you cannot fuzz functions that accept a
File parameter — the editor shows no hints next to these functions.
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However, this simple approach to generating values may not terminate for
recursive types. Consider the Term type: There is a £ chance that the fuzzer will
pick the number variant and terminate immediately. For the other variants, the
fuzzer will try to generate two new terms; those have to terminate so that the
entire generation terminates. Thus, the total probability of the Term generation
terminating is

PTerm = = * PInt + 5 : pOperands

Qi — Q1| =

-1+ g * PTerm ° PTerm-

Solving this results in prerm = }L. In other words: Generating a Term only
terminates in 25 % of cases. To fix that, the fuzzer needs to have more control
over the shape of the terms that are being generated. We pass a desired
complexity to the generate function, indicating how big the generated value
should be. If the requested complexity is below a threshold, the generate
function only chooses among non-recursive enum variants (in the case of
Terms, it will always generate the number variant). As a result, generators will
always terminate, even for recursive types like our Term.

Having a desired complexity even benefits non-recursive types: Assume a
tested function accepts a List[Int]. Testing small lists is practical because they
can quickly be generated and running functions with small inputs is usually
faster. But some errors might only happen for big lists (or a big list is more
likely to induce errors). The complexity allows the fuzzer to increase the input
size over time.

We could add more advanced indicators than complexity to allow the fuzzer
to control the shape of the generated values. For example, fig. 4.6 shows two
terms with the same number of nodes, but different depths. If the fuzzer had
a way of explicitly generating deep or shallow values, it could more easily test
function behavior for these shapes. However, all this increases the implemen-
tation burden for generate functions. Having a target complexity is enough
to guard against recursive cases. A developer who desires more sophisticated
value generation policies can always implement a custom generate function
for a type.
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Figure 4.6: Deep and shallow terms
Finally, these are the parameters of the generate function:

Ranpowm First, because we want the value generation to be reproducible, the
generate function accepts a random number generator (called Random in the
standard library). Being able to generate values deterministically simplifies
testing of the fuzzer itself.

CoMmPLEXITY Second, the generate function accepts a complexity: Float.
As discussed above, this allows the fuzzer to increase the input size over
time and guards against infinite recursion for recursive types. There is no
concrete requirement of what the complexity represents, it should just be a
rough estimate of the input’s size. The standard data structure’s generate
functions try to scale the size of the generated value proportional to the
complexity. For example, the List’s generate function chooses a length and
then divides the complexity among the items to be generated.

StAaTIiC Third, the fuzzer needs to be able to call the correct generate function
for a given type T. Because function overloading in Martinaise is based on
the types of parameters, the function has to contain T somewhere in its type
signature. We achieve that by defining an empty struct Static[T] {}. All
generate functions accept a Static[T] as the first parameter, so they contain
the type T in their call signature without requiring an instance of T. For
example, to generate a Term, the fuzzer can create a Static[Term], use that
as the first argument, and the correct generate function will be chosen.
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Listing 4.9 shows the generate function for the Operands struct? Line 4 splits
the complexity into complexities for the two fields — for example, a complexity
of 10 might be split into [2, 8]. Lines 5 and 6 then generate two Terms using
the generate function for terms. Finally, line 7 creates an Operands struct.

Listing 4.9: Generating operands

fun generate(
static: Static[Operands], random: &Random, complexity: Float

): Operands {
var complexities = random.split(complexity, 2)
var left = static[Term]().generate(random, complexities.get(0))
var right = static[Term]().generate(random, complexities.get(1l))
Operands { left, right }

Listing 4.10 shows the generate function for terms. Lines 4 — 13 choose
a variant. The chosen variant variable will contain the index of the variant
to generate — o corresponds to a number, 1 to an addition, etc. For small
complexities below the arbitrary threshold of 10, line 6 always creates a number
term as this is the only non-recursive variant. For bigger complexities, line 8
chooses any variant. Finally, lines 10 — 21 map the chosen variant index to an
actual instance of the enum variant by generating the corresponding payload
and constructing the enum value.

Listing 4.10: Generating terms

fun generate(
static: Static[Term], random: &Random, complexity: Int
): Term {
var chosen variant =
if complexity < 10 then {
random.choose(list(0))
} else {
random.next_int(0..5)

if chosen_variant == 0 then
Term.number(static[Int]().generate(random, complexity))

else if chosen variant == 1 then
Term.add(static[&0perands]().generate(random, complexity))

else if chosen variant == 2 then
Term.subtract(static[&0perands]().generate(random, complexity))

else if chosen variant == 3 then
Term.multiply(static[&0perands]().generate(random, complexity))

else if chosen variant == 4 then
Term.divide(static[&0perands]().generate(random, complexity))

else
unreachable()

Table 4.2 shows the terms generated for different complexities.

9The compiler implements the functions in a lower-level intermediate representation. The
version shown here is manually translated into code.
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complexity | term

0 2

10 -2-9

20 3:2-5

30 -10--5/(7 + 8)

40 1-(-8+4+-5)

50 -2-4.--9.--5/(-6--2--9/-5)

60 6

70 301

80 20268

90 7--7--6-8-—4-3-—6+(0+-1)/(6/-1)+(-9-8)/(-7-2)

100 (-10+2)-(0+3)+10/0—-(-10—-4)—(-2-4+0/-5)/((-9 —
—7)-(-10-1))

200 814416606646585705

300 16119763526034 — (-3+-9+8-3+10/7-0/2 - ((-8 +-7) -
-1-7+-2-4+-8/8))

400 (33412542 + =10 — 3 — -5)/4 + 10 - (-8 = 0) - 3 +
6))/—143375127483883956

500 51052245512/(6 + 7 + —36) - 54/28/(1/—-4/1/(10- (7 +9)) - 47)

Table 4.2: Generated terms of different complexities

4.3.2 Mutating Values

Only being able to generate values is not enough: What makes Greybox fuzzers
so effective is the evolutionary approach —based on coverage feedback, they
change inputs and test the code for similar inputs. Our fuzzer mutates inputs
by calling a mutate function on the value. The compiler implements a fallback
function, similar to how it treats the generate function. Listing 4.11 shows the
definition of the mutate function in the standard library.

Listing 4.11: The mutate function

fallback fun mutate[T](
value: T, random: &Random, temperature: Int

) T { ...}

The “value” parameter is the original value to be mutated. The “random”
parameter is the source of randomness, just like in the generate function. The
“temperature” parameter indicates how different the returned value should be.

Similar to the generate function, the compiler implements this function for
concrete types T depending on what type it is:
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StrucT For structs, we choose a random field and mutate it.

ENum For enums, we either generate a completely new value (possibly switch-
ing the enum variant) or mutate the payload.

OraQuE Opaque types cannot be mutated by default. You must manually
implement a mutate function to fuzz functions accepting these types.

Applying these strategies to our calculator example, Listing 4.12 shows the
compiler-generated function for mutating Operands. Line 4 chooses a random
field (the left or right operand). Lines 5 — 16 create a new struct, mutating the
chosen field.

Listing 4.12: Mutating operands

fun mutate(
operands: Operands, random: &Random, temperature: Int
): Term {
var field to change = random.next int(0..2)
Operands {
left =
if field_to_change == 0 then
operands.left.mutate(random, temperature)
else
operands.left,
right =
if field to change == 1 then
operands.right.mutate(random, temperature)
else
operands.right,

Listing 4.13 shows the fuzzer mutates terms. Lines 2 and 3 choose a new
enum variant in 50 % of cases. Otherwise, lines 5 — 10 keep the enum variant
but mutate the payload.

Listing 4.13: Mutating terms

fun mutate(term: Term, random: &Random, temperature: Int): Term {
if random.next bool() then
return static[Term]().generate(random, temperature)

switch term

case number(number) Term.number(number.mutate(random, temperature))
case add(ops) Term.add(ops.mutate(random, temperature))

case subtract(ops) Term.subtract(ops.mutate(random, temperature))
case multiply(ops) Term.multiply(ops.mutate(random, temperature))
case divide(ops) Term.divide(ops.mutate(random, temperature))

Table 4.4 shows how the term -2 -4 - -9 - -5/(-6 - -2 - =9/-5) is mutated
for different temperatures. The higher the temperature, the more the mutated
term differs from the original one. This allows the fuzzer to widen or narrow
the search space of new inputs.
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temperature | term

0 -2-4.-9.-5/(9--4)

10 6

20 -2-4.-9.--5/(-10-(5-7))

30 (1-5)-5

40 -5.-3--3/4

50 -5--6--2--9/-5

60 -2/-9

70 (4--6)/8+—-4-3--6)/(—6--2--9/-5)

80 8- (-3+7)+-10/-1-3/1)/0

90 -2:4.--9--5/((0+3-(-1-6)+(-10—-4)/(-7/-2))-(0/-5+
-10--5)--3)

100 —2-4--3947964/(—6--2--9/-5)

200 -9/5-B8-0+(7-9/2-7)+-8+-7+(1-8-4/2-7)-
(9+-8)/-10-(3--5)/4

300 —682685205777880502

400 ((4/-7-10/-5+6+1)-13425180 - 0/1/(1/-4/1/(10 - (7 +
9)-=1)/(=6-=2--9/-5)

500 —2-4--9--5/(111987856453730220 + —63156741107 - —6/8 -
—1/9--10/((0 +0 = (=5 -9))/((=6 +8) - =3)))

Table 4.4: Mutations of —2-4--9--5/(-6--2--9/-5) with different temperatures

4.3.3 Tracking the Coverage

Greybox fuzzers are so effective because they receive feedback about the
coverage that an input achieves. So, we need a way to get the coverage when
running a Martinaise function.

Existing fuzzers like AFL instrument binaries to track the code coverage: They
change the instructions so that each conditional jump also updates a global
bitset. After running some code, this bitset automatically indicates which
branches were chosen. State-of-the-art fuzzers collect not just which branches
were chosen, but also the number of iterations for each loop.

As the compiler pipeline from section 4.2 shows, Martinaise code is translated
into Soil byte code, which is then executed. Similar to AFL, we instrument the
byte code to track the coverage. As a proof-of-concept, our implementation
only tracks the branch coverage of the fuzzed function.

The only way that data can influence the control flow is with cjump in-
structions and panics. To track the code coverage, we remember which cjump
instructions were taken. To do so, the program initially reserves a bitset storing
two flags (taken and not taken) for each conditional jump, as seen in fig. 4.7.
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These two flags are represented as two bytes, either zero or one. This results
in four possible constellations:

The conditional jump was not reached.

The conditional jump was reached and not taken.

The conditional jump was reached and taken.

The conditional jump was reached multiple times. At one point, it was taken,
at another not.

cjumpO cjump1 cjump2 cjump3 cjump4

not not not not not
taken taken taken taken taken taken taken taken taken taken

Figure 4.7: The bitset used for coverage tracking

Before each conditional jump, we insert additional instructions that update
this bitset. Usually, you want to jump as the result of comparing values (such
as two numbers or enum variants). This is done by executing the comparison
instruction cmp, which sets the status register to the difference of two values.
Then, a test instruction like isequal, isgreater, etc. reads that status register
value and sets it to o or 1. Finally, the cjump instruction jumps if the status
register is not zero.

Figure 4.8 shows the byte code instructions inserted before conditional
jumps: Because the inserted instructions need registers for temporary values,
they push the values of two registers to the stack (lines 3 and 4) and pop them

cmpab cmpab

isequal isequal

cjump <target> push a
push b

movei a <bitset>

movei b <2 x jump-index>
addab

moveib b 1

cjump
addab
storea b
pop b

pop a
cjump <target>

Figure 4.8: Instrumentation of Soil byte code
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back into the registers at the end (lines 12 and 13). The instructions in between
(lines 5 through 11) calculate and set a byte of the coverage bitset.

If the original cjump triggers, then the cjump in line 9 also jumps because
it depends on the same status register. Line 10 is skipped and the store
instruction on line 11 sets the flag at address bitset + 2 - jump-index to 1.

If the original cjump does not trigger, then the cjump in line 9 does not jump.
Line 10 executes and line 11 sets the flag at address bitset + 2 - jump-index + 1.

After running a function with an input, the coverage map automatically
represents the input’s branch coverage.

Syscalls with side effects also get replaced during instrumentation. Syscalls
that output data (such as printing, or writing a file) just get omitted. If a
function performs a syscall that inputs data (such as reading a line from the
standard input or a file), the function is not fuzzable.

4.3.4 Assessing the Complexity of Inputs

Coverage information allows us to gradually evolve the input and explore the
code of a function. Unlike with traditional fuzzing, our goal is not just to find
crashes, but also to highlight useful examples. This makes it more important
to find helpful, concise inputs as visual space in the editor is limited.

If we want to display examples highlighting the entire breadth of a function’s
behavior, we need to select only a handful of inputs to show. In particular,
when the fuzzer finds two inputs that achieve the same coverage, it needs to
decide which input is more helpful.

We assume that showing small inputs is a good idea. We can display them
more comfortably in the editor. Mentally calculating the correct result is faster
for smaller inputs, so showing small inputs allows you to validate a function’s
behavior more easily. Small inputs also highlight edge cases more obviously —
there is less noise around the part of the input that induces the special behavior.

Traditional fuzzers like AFL have a separate minimization step that reduces
the input (bytes) to a minimal version. Property-based testing frameworks also
have a shrinking phase as described in section 2.3.3. We will do something sim-
ilar: The fuzzer uses a fuzzing_complexity function to assess the complexity
of inputs, shown in listing 4.14.

Listing 4.14: The complexity evaluation function
fallback fun fuzzing complexity[T](value: T): Float { ... }

Similar to the other compiler-implemented functions described in this chap-
ter, you can implement it for a type to customize the behavior. For example,
Floats report a lower complexity if they do not have any decimal digits —
meaning 2.0 is considered less complex than 1.89. Listing 4.15 shows the code
implementing this behavior.
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Listing 4.15: Judging the complexity of floats
fun fuzzing complexity(float: Float): Float {

var extra =
if float.to int().to float() == float then 0.0 else 10.0
float.abs().to int().log 2().to float() + extra

}

Complexity is not a precisely defined measure (like the memory used), but
a measure of how “beautiful” or “easy to think about” an input is.

4.3.5 Fuzzing

Given the functionality for generating inputs, judging their complexity, tracking
coverage, and mutating them, we can now implement Greybox fuzzing. We
have demands that are somewhat different from those of existing Greybox
fuzzers: We want to find crashes, but also interesting inputs. The editor should
show representative examples as soon as possible.

Our process is very similar to how AFL works: [45] The fuzzer maintains a
list of inputs and a cursor through that list. The item at the cursor position is
mutated repeatedly. Mutated versions that achieve new coverage are appended
to the list. This process explores the function behavior over time. Because we
immediately want to show hints in the editor, we interleave the process with
minimizing inputs. In each step, our fuzzer does the following:

If the cursor is at the end of the list, the fuzzer generates a new input and
tests it.

— If it achieves new coverage, the fuzzer appends it to the list.
— Otherwise, the fuzzer discards it.

If the cursor is not at the end of the list, the fuzzer mutates the value at the
cursor position and tests it.

— If the original and mutated values achieve the same coverage, the fuzzer
compares their complexity.

+ If the mutated value is less complex, it replaces the item in the list.
%+ Otherwise, it is discarded.

— If the original and the mutated value achieve different coverage, the fuzzer
checks if the mutated one achieves new overall coverage.

* If it achieves new coverage, the fuzzer appends it to the list.
% Otherwise, the fuzzer discards it.

If item mutations do not result in new coverage or smaller values for a fixed
number of steps, the cursor advances to the next item.
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currently list of
tested shown inputs

1 empty

2 2

3

4 9

;

6 -7

7

8 1

:

10 10

"

12 9-3

13 |1 ][ 93|
14 27

15 |1 ]| 93|

=
101 || 0 |[9-3 || 7+4+3 || 94672-38 |
102 32 + 896
103 | o ||| 9-3 || 7+4+3 || 94672-38 |

Figure 4.9: The process of fuzzing

Figure 4.9 shows the process of fuzzing the eval function, which is tested
with the yellow values on the left. The right side shows the list of examples
displayed in the editor and a cursor that steps through this list (blue). These
examples are also displayed in the editor.

Initially, the list is empty (line 1). Because the cursor is at the end, the fuzzer
generates a new term, 2 (line 2). As it achieves new coverage, it is immediately
shown in the editor (line 3). Next, the term 2 is minimized (line 4 following).
The fuzzer tests mutations like 9 (line 4), —7 (line 6), etc. The term 1 (line 8)
achieves the same coverage as 2 while being less complex, hence it replaces
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the 2 (line 9). Mutated terms that achieve new coverage (line 12) are appended
to the list (line 13).

After the break (line 101), the first term has been minimized to 0. Because
the fuzzer did not achieve new coverage for some time, it advances the cursor
to the next item (line 103). Next, it will minimize the term 9 - 3 and then the
rest of the terms in the list, which is not shown in the figure.

4.4 Editor Integration
We want to show hints based on fuzzing. As a proof of concept, we will

implement that functionality for Visual Studio Code® (VS Code), a popular
code editor developed by Microsoft, shown in fig. 4.10.

File Edit Selection View Go Run Terminal Help

@ dayl.mar 1,M X G [ oo
advent > day1.mar
> 1 import ../stdlib.mar
o3 2 =
3% fun main() {
I—% 4 var sum = read_file("advent/dayl.smol").unwrap().to_string().solve()
5' println(sum)
6
e ¢!
8 fun solve(input: String): Int {
@ 9 var sum = 0
10 for line in input.lines() do
@ 11 sum = sum + line.line_score()
12 sum
13 3 mn
s 14
15 fun line_score(line: String): Int {
16 var first_digit = line.chars().iter().&.find_first_digit()
17 var last_digit = line.chars().rev_iter().&.find_first_digit()
18 var score = 10 * first_digit + last_digit
19 score
20}

22 fun find_first_digit[I](iter: &Iter[Char, I]): Int {

23 for char in iter do
24 if {#0..=#9}.contains(char)
@ 257 ‘ then return {char.byte - #0.byte}.to_int_typo(] There are no definition
26 panic("iter doesn't contain a digit")
% 27}
% main* & ®8A0 WO @ Ln25Col51 Spaces:2 UTF-8 LF Martinaise (3

Figure 4.10: Martinaise code in VS Code
Since 2015, Microsoft has developed the Language Server Protocol (LSP) [23],
a standard for communication between code editors and language-specific

tooling for features like auto-completion or go-to-definition. The LSP lowers
the bar for new code editors to re-use existing language tooling and for new

1Ohttps://code.visualstudio.com/

49


https://code.visualstudio.com/

4 Implementation of Fuzzing for Editor Tooling

programming languages to offer tooling in many editors. Figure 4.11 shows
how the LSP mediates between editors and language tooling.

VS Code Vim
Langugge— LSP Helix
specific .
. extension
extension

editors
............................... LSP [+ s sssnennnnnnnnnnnnnnnnnnnnnnns

languages

Java JavaScript Smalltalk Rust
Language Server Language Server Language Server Language Server

Figure 4.11: The Language Server Protocol

VS Code does not support the LSP directly (unlike some newer editors like
Helix"* or Zed?). Instead, extensions for VS Code are developed in JavaScript'3
and use the JavaScript VS Code API'4 to provide functionality. Microsoft does
offer a JavaScript library that translates LSP requests into VS Code API calls.
This separation allows Microsoft to offer VS-Code-specific APIs while still
supporting the LSP.

To understand how we could show insights gained from fuzzing in the
editor, we will briefly look at some LSP features'> that could be used to show
hints directly in the editor: inline values, inlay hints, and diagnostics. The
screenshot in fig. 4.12 shows all three of them in VS Code. Other editors might
display information they get through the LSP differently, but the information
is the same.

fun test() {
var foo =5+ 3
var bar = M() There are no defintions named "hello".«

}

Figure 4.12: Inline values, inlay hints, and diagnostics in VS Code.

Mhttps://helix-editor.com/

2https://www.zed.dev
Bhttps://code.visualstudio.com/api/get-started/extension-anatomy
14https://code.visualstudio.com/api/references/vscode-api

15All my mentions of the LSP refer to the current version as of writing, LSP 3.17.
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4.4 Editor Integration

Inline Values On theright, there is a yellow inline value. These kinds of hints
are only shown when a debugging session is active, so this feature does not
quite match our use case — we want to provide such hints without extra effort
from the developer. Also, we want to show a variety of inputs for function
signatures rather than a single value for an expression.

Inlay Hints The faded-out type annotation Int is not part of the source code
but appears automatically. When typing or moving the cursor, you skip over
the annotation. We can potentially show inlay hints containing examples after
function signatures. However, inlay hints are typically designed to integrate
visually with the rest of the code. Our examples should not look like they are
part of the source code.

Diagnostics Compilers and linters can report diagnostics. There are different
severity levels: errors, warnings, information, and hints. The first three repre-
sent problems and VS Code offers a separate “Diagnostics” tab that aggregates
these reports. Hints only appear as three dots in the editor, requiring hovering
to show additional information (see fig. 4.13).

There are no defintions named "hello".
fun test() {

var foo No quick fixes available
var bar = hello()

}

Figure 4.13: Diagnostic hints in VS Code

None of these existing LSP features quite match our use case. We want to
show hints by default, without requiring a specific editor state (like an active
debugging session). We want to show hints prominently next to the source
code, without requiring hovering or making it look like examples are part of
the code. We want to show hints without adding items to the diagnostics tab
or requiring hovering.

Fundamentally, the LSP is designed for common tooling needs. Its goal is
to be presentation-agnostic, so all messages work on a semantic level — for
example, it communicates errors and warnings rather than text decorations.
Because fuzzing-driven examples are a new use case, the LSP does not explicitly
support them.

As shown in fig. 4.14, VS Code provides a more general extension API with
more features than the ones available via the LSP. Usually, VS Code language
extensions spawn a language server process and then delegate to the vscode-
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languageclient/node package® to communicate with the language server
and translate messages into VS-Code-specific actions (see fig. 4.14a). We use
the VS Code API directly for our proof-of-concept (see fig. 4.14b). This ties
our implementation to VS Code but gives us more customization options for
displaying examples.

Language Server

Martinaise
Compiler
A
LSP A
custom
\ 2 protocol
v
VS Code vscode-
extension Iangu:ggghent/ Martinaise
VS Code
A ;
'y extension
VS Code A
API VS Code
A API
[ VS Code J v
‘ VS Code J
(a) Typical VS Code language ex-
tension (b) Martinaise VS Code extension

Figure 4.14: Extension architectures

The existing VS Code extension for Martinaise only supports syntax high-
lighting and reporting errors. It starts a process that provides the language
tooling and communicates with it over standard input and output. However,
it does not use the LSP, but a simpler, custom protocol shown in listing 4.16.
Like the LSP, the protocol uses JSON. However, it only supports a few message
types: reading files and reporting errors.

When the compiler wants to read a file, it asks for the content by sending a
message on the standard output. The extension answers with the file content
on standard input. This allows the compiler to analyze unsaved file contents.
Finally, the compiler answers with errors that are shown in the editor.

Listing 4.16: Communication between extension and compiler
"path": "path/to/example.mar"}

<- {"type": "read file"

-> {"type": "read file", "success": true, "content": "<file-content>"}
<- {"type": "read file", "path": "path/to/stdlib/stdlib.mar"}
-> {"type": "read file", "success": true, "content": "<file-content>"}
<-{

"type": "error",

"title": "There are no definitions named \"sum typo\".",

16https ://www.npmjs.com/package/vscode- languageclient
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"description": "",

"src": {
"start": {"line": 13, "column": 7},
"end": {"line": 13, "column": 7},
"file": "path/to/example.mar"

1

"context": []

}

Now, we extend the extension usage to report fuzzing results. First, we adapt
the compiler analysis to report function definitions. Listing 4.17 shows the
messages for functions.

Listing 4.17: Functions reported by the compiler

< {
"type": "function",
"signature": "average(List[Int])",
"src": {
"start": {"column": 4, "line": 5},
"end": {"column": 4, "line": 5},
"file": "path/to/example.mar"
1
"fuzzable": true
}
<- {"type": "function", "signature": "foo(Int)", "src": ..., "fuzzable": true}

<- {"type": "function", "signature": "bar(Int)", "src": ..., "fuzzable": true}

Using the vs.window.onDidChangeTextEditorVisibleRanges APL}7 the ex-
tension registers a callback when it starts up. Every time the visible ranges of
files change, the extension is notified, checks which functions are visible, and
spawns fuzzers for these functions.

These fuzzers report their results as example messages, as shown in list-
ing 4.18. As the fuzzing progresses, every set of example calls replaces the
previous example calls for the function. This way, the fuzzer continually pro-
vides progress reports.

Listing 4.18: Fuzzer reporting example calls

<-{

"type": "example calls",

"fun start line": 5,

"fun signature": "average(List[Int])",

"fun _name": "average",

"calls": [

{

"inputs": ["[0]1"],
"result": {"status": "returned", "value": "0"}

"inputs": ["[1"1,
"result": {"status": "panicked", "message": "Can't divide by zero."}

17https://vscode—api.js.org/modules/vscode.window.html#onDidChangeTextEditorVisibleRangesI
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VS Code maps LSP results such as inline values, inlay hints, and diagnostics
to TextEditorDecorations. These decorations allow you to style parts of the
editor’s text, including custom colors, fonts, borders, margins, and text before
and after the decoration. All decorations have a type that determines their style.
For our fuzzing examples, we create a new type when the extension starts up,
shown in listing 4.19.

Listing 4.19: Creating a new text editor decoration type

const exampleDecoration = vs.createTextEditorDecorationType({
after: {
color: new vs.ThemeColor("martinaise.example.foreground"),
backgroundColor: new vs.ThemeColor("martinaise.example.background"),
margin: "0 0 0 16px",
}I
rangeBehavior: vs.DecorationRangeBehavior.ClosedOpen,
3

The martinaise.example.* strings are references to colors that can be cus-
tomized using themes or settings. The margin adds space on the left of the
fuzzing examples. The rangeBehavior ensures that the cursor can never ap-
pear on the right side of the example. When a new set of fuzzing examples
is reported, the extension maps them to decorations and updates them in the
editor, shown in fig. 4.15.

fun average(list: List[Int]): Int { [] panics [0] -> 0
list.sum() / list.len

}

Figure 4.15: Examples for the average function

4.5 Conclusion

We described how we extended the Martinaise compiler to support fuzzing.
This impacted many parts of the compiler pipeline and tooling, including
implementing type-specific code for generating and mutating values, judging
their complexity, instrumenting byte code, and adapting the editor tooling. In
total, the compiler changed from 4700 lines to 6500 lines.

In the standard library, only fundamental types like Int and Float and
container types like List and Map had to be adapted to enable type-specific
generation and mutation.
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To evaluate our tool, we first give an overview of its behavior. We evaluate
the generated examples’ quality, for which code fuzzing works well, the
performance, and how examples are displayed. Finally, we compare our tool
to existing development tools.

5.1 Overview

In the introduction, we described a function that calculates the average. We used
this function as a motivating example of how fuzzing could give immediate
feedback while writing code. Figure 5.1 shows the feedback our tool provides
for such a function implementation. The red and green hints at the end of the
first line automatically appear when our extension is activated. The red hint
informs us that the average function crashes if you pass in an empty list. The
green hint tells us that the average of a list containing a zero is zero.

fun average(list: List[Int]): Int { [] panics [0] -> 0
list.sum() / list.len

}

Figure 5.1: Examples for the average function

Our tool tries to find example inputs that cover the entire function. Figure 5.2
shows an evaluation function for mathematical terms, first introduced in
section 4.3. Our tool implements code for generating and mutating random
terms and produces examples displayed after the function definition. As not all
examples fit on the screen, fig. 5.3 presents all the examples you can see when
scrolling to the right: Five examples for the five branches inside the function
and an additional example that crashes the function.

fun eval(term: Term): Int { 6 - 3 / @ panics 5 *0 ->0 2/ 4 ->0 0+ 3 - -!
switch term
case number(num) num
case add(op) op.left.eval() + op.right.eval()
case subtract(op) op.left.eval() - op.right.eval()
case multiply(op) op.left.eval() * op.right.eval()
case divide(op) op.left.eval() / op.right.eval()

Figure 5.2: Examples for the term evaluator
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6 -3/ 0panics 5*0 ->0 2/4->0 0+3--3->6 0+0->0 0->0

Figure 5.3: All examples for the term evaluator

In VS Code, you can use code actions to perform refactorings. Figure 5.4
shows how to use a code action to filter the examples to ones reaching a
particular location. This does not change the fuzzing behavior such as the
directed fuzzing described by Bohme et al. [2], it only changes which inputs
are displayed.

fun eval(term: Term): Int { 6 - 83 / @ panics 5 *0 ->0 2/4 ->0 0 + 3 - -

switch term

case number(num) num

case add(op) op.left.eval() + op.right.eval()

case subtract(op) op.left.eval() - op.right.eval()

case multiply(op) op.left.eval() r op.right.eval()

case divide(op) op.left.eval() / .
More Actions...

What input reaches this code?

(a) Code action asking for inputs

fun eval(term: Term): Int { 5 * 0 -> 0
switch term
case number(num) num
case add(op) op.left.eval() + op.right.eval()
case subtract(op) op.left.eval() - op.right.eval()
case multiply(op) op.left.eval() r op.right.eval()
case divide(op) op.left.eval() / op.right.eval()

(b) Filtered fuzzing examples

Figure 5.4: Asking for examples that reach a given code location

5.2 Quality of Examples

Like other Greybox fuzzers, our tool does not attempt to understand Turing-
complete functions. Instead, it only understands when a new control flow is
discovered. This is enough to explore functions with straightforward control
flow. Figure 5.5 shows a function where the fuzzer successfully gives one
example for each way that the function can return (fig. 5.6).

However, achieving full coverage on any function is impossible. Figure 5.7
shows a function that only returns an integer if the SHA-256 hash of the input
matches an expected value. While in theory, the fuzzer could generate and
show an example input that reaches the conditional branch, doing so in a
reasonable time frame requires breaking SHA-256.
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fun is_valid_email(string: String): Bool { "@" -> false "" -> false "bc]abaab(
if not(string.contains("@")) then
return false
var parts = string.split("@")
var name = parts.get(0)
var host = parts.get(1)

if name.len < 8 then
return false
if not(name.is_alphanumeric()) then

return false

true

Figure 5.5: An email address checker with more complicated control flow

"@" -> false "" -> false "bc]abaab@" -> false "abaacaca@" -> true

Figure 5.6: All hints for the email address checker

var hash = "5E884898DA28047151DOE56F8DC6292773603DOD6AABBDD62A11EF721D1542D8"

fun secret_number(password: String): Maybe[Int] { "" -> none
if sha_256(password) == hash then {
some (42)
} else {
none[Int]()
}

}

Figure 5.7: Code that is impossible to reach efficiently by fuzzing

In practice, our fuzzer already struggles with simpler code. For example,
our fuzzer does not reach the inner code in listing 5.1 because it only tracks
the branch coverage, not the number of loop iterations. State-of-the-art fuzzers
can fuzz this code because inputs where the prefix is a different prefix of
"https://" (such as "hello" and "htttttt") report different coverage.

Listing 5.1: Checking a URL prefix
if url.starts with("https://") then {

,

Apart from finding inputs that crash functions, the examples discovered by
our tool can also be used to understand how a function behaves without looking
at its implementation. However, while code coverage and input complexity
generally correlate with the helpfulness of examples, we recognize that it is
not a perfect proxy. In everyday use, we identify two major limitations when
using our tool to understand existing code.
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First, minimizing examples can be counterproductive. In fig. 5.1, our tool
shows that average([0]) = 0. While a list containing a single number is
enough to exercise all code of the function (achieving full code coverage),
it fails to give the developer confidence that the implementation is correct.
[1, 2, 3] would be a better example.

Second, the examples our tool shows are often unnatural and inhuman. In
fig. 5.8, our tool greets someone with an empty name. While this is the expected
behavior of fuzzing, in our experience, such unnatural examples introduce
some mental overhead compared to more natural examples. This problem is
difficult to address in a general way because the perceived complexity of values
is context-dependent: Even if 0 is perceived as less complex than 3 in isolation,
most humans perceive [1, 2, 3, 4] asless complex than [1, 2, 0, 4].

fun greet(name: String): String { "" -> "Hello, !"
"Hello, {name}!"|
L

Figure 5.8: Greeting an empty string

5.3 Adapting Code for Fuzzing

The previous sections showed how fuzzing provides examples without any
extra effort from the developer. However, sometimes there are better results if
you customize how examples are validated, generated, and mutated.

Consider a tile-based game that stores a level and the player’s position,
shown in fig. 5.9. The player’s position should always be inside the bounds of
the level, but the fuzzer does not know about that. Thus, it produces invalid
games as examples for the move_right function in fig. 5.9.

Figure 5.10 visualizes these examples. The first example has a level size of
0x 0, so the player is out of bounds. The second example is a valid game where
the player can move right. In the third example, the movement is blocked by a
wall, but the player is also out of bounds.

You can get better examples by customizing how examples are generated
and mutated. The appendix contains functions for Game that ensure that the
level size is at least 1 X 1 and the player is spawned within its bounds. If you
customize the functionality, the fuzzer provides the examples seen in fig. 5.11.
These examples execute the same code paths as the examples from fig. 5.10,
but all games are valid.

In practice, fuzzing works better for some functions than others. We observe
that examples are most helpful for mathematical functions that map an input
to an output. Our tool is less useful for functions that mutate the input or
mainly produce side effects.



5.3 Adapting Code for Fuzzing

struct Game {
level: Matrix[Tile],
player: Player,

}

enum Tile { wall, free }

struct Player {
position: Point,

}

fun move_right(game: &Game) { &Game { level = [], player = Player { position =
var new_position = game.player.position + (1 @ 0)
if game.level.get(new_position) is free then
game.player.position = new_position

Figure 5.9: A game

. wall free © player

Figure 5.10: Example games for moving right

. wall free O player

Figure 5.11: Better example games for moving right

Some functions have implicit assumptions not inherent to types. For example,
“internal” helper functions often require that the input is in a particular state,
leading to many “false positive” crashes that never occur for the actual usage
of these functions. In contrast, “exposed” functions from libraries that try to
handle every input gracefully are great candidates for fuzzing.
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5.4 Performance

Fuzzing takes time. Compared to traditional fuzzing, an advantage of fuzzing
on the granularity of functions as opposed to entire programs is that the fuzzer
does not have to reach potentially crashing code indirectly through the main
function. For example, if the entry part of the code is guarded with code that
is difficult to pass such as the SHA-256 code from section 5.2, our tool can still
fuzz internally used functions in isolation.

A unique property of fuzzing compared to static tools like type checkers or
linters is that it provides better results over time. Table 5.1 shows a timeline
of how examples for the email address checking function from fig. 5.5 change
over time. Every line shows a snapshot; it shows when the examples appear,
the number of function tests that have happened up to that point, and the
examples themselves.

time . . .
(ms) runs | hints in the editor
ms
(¢} (¢}
989 1 " -> false
991 -8 "" -> false "&EC]VFI>mWmFhh}@qwt~8&$~%kA" -> false
1002 82 """ -> false "&EC]VFI>mWmFhh}@qwt~8&$~%kA" -> false "IFj@( ~B]GA61[k

2155 1140 "" -> false "1C]vFbmh@qta8Myme" -> false "IFj@( ~B]GA6L[kH[]HAaS:2?

" -> false "l1CKvcafh@h" -> true "1C]vcafh@h" -> false "IFj@( ~B]G

2177 | 1334

2592 2409 "" -> false "1CKvcafh@h" -> true "bd]ccaab@" -> false "IFj@( ~B]GA
" -> false "bd]abaab@" -> false "lCKvcafh@h" -> true "IFj@( ~B]GA

3450 | 3794

3664 4236 -> false 1CKvcafh@h" -> true bc]abaab@" -> false IFj@( ~B]GA

4906 5272 @" -> false -> false 1CKvcafh@h" -> true "bc]abaab@" -> false
"@" -> false "" -> false '"bc]abaab@" -> false "abaacaca@" -> true

7183 | 9367

Table 5.1: Better examples over time for an email address checking function

The first row of the table indicates that no examples are shown while the
function compiles. After 989 ms, an empty input appears as an example. Over
the next 13 ms, our tool discovers random-looking examples that cover all code.
Then, it shrinks them — over time, the examples get shorter and less complex.
Because of this continuous refinement, the feedback feels reasonably fast in
practice, even if it takes some time for the fuzzer to explore the entire code.

The table shows the average time of ten runs on a desktop computer.*
Because the fuzzing was performed on the same randomness seed, the number

*The computer has an AMD Ryzen™ 7 5800X x 16 and 32 GiB of RAM. It runs Ubuntu 24.04.1
LTS.
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of runs and the fuzzing hints are deterministic. The table also only shows a
subset of all updates — in total, the fuzzer produces many more intermediate
versions, most of which differ only by a single character from the previous
version.

Figure 5.12 visualizes these updates in a different format: Each dot on the
timeline corresponds to a new set of examples in the editor. The fuzzer quickly
finds minimal examples for the average function. For the eval function, it finds
inputs, but minimizing them takes time. Each dot in the eval timeline is really
a tight clustering of dots: When the fuzzer moves on to the next example, it very
quickly minimizes that term and spends the rest of the time trying out other
mutations before moving on to the next item. The is_valid_email function
is the most visually interesting: Because the function is more complex than
the others, the fuzzer produces many more intermediary inputs. Generally, a
dense burst of new examples after a longer period with none indicates that
the fuzzer moved on to the next example.

0 1 2 3 4 5 6 7 8

time (s) ¢ : : : : : : : :
average(List[Int]) o0
eval(Term) oo o o o o
is valid email(String) ° ®em o oo ° @smee o

Figure 5.12: Fuzzing updates over time

5.5 Displaying Examples

Apart from the quality of examples, we also want to look at how and where
examples are displayed. Currently, our tool formats examples as text and shows
them next to the function signature.

Examples with unique coverage profiles would be more helpful next to the
covered code. In the term evaluator from fig. 5.2, showing examples next to
the branch they execute would make the relationship between the example
and covered code obvious.

For many values, there are more appropriate representations than formatted
text. For example, games like the one from fig. 5.9 are most naturally rendered
visually. It may make sense to expand our tool to other editors that do not have
VS Code’s constraints, such as the ones discussed by Rauch et al. [28]

61



5 Evaluation

While our tool produces examples in stable order, VS Code guarantees no
order of hints applying to the same code position. As seen in table 5.1, the hints
sometimes switch places, which can be visually jarring.

Functions where the main action is a mutation of the input or a side effect
such as printing return Nothing, a type with no information. The examples in
the editor do not show you the function’s effect. In Figure 5.13, our tool does
not tell you the printed message.

fun greet(user: User) { User { first_name = "", last_name = "" } -> nothing
println("Hello, {user.first_name} {user.last_name}!")

}

Figure 5.13: Greeting produces no useful value

5.6 Comparison With Existing Tools

In chapter 2, we described existing tools for making code more robust. Here,
we compare our prototype with these tools:

Static type systems, Linters & Symbol Execution analyze the code statically.
Our tool instead explores the code’s dynamic behavior. All reported examples
and crashes show concrete values rather than generic types, making it easier
to start a debugging session.

Unit Testing only tests manually created examples. Our tool runs without
extra effort from the developer. Rather than verifying that the code behaves as
expected for a few values, our tool actively explores and finds edge cases in
the code.

Property-Based Testing requires writing tests and thinking of properties.
They are usually run manually and only focus on finding inputs that violate
properties, not generally useful examples.

Fuzzing works on entire programs or requires writing test harnesses. Our tool
tests code with structured data rather than unstructured bytes. The behavior
of our tool can be customized directly in the code by writing custom generate
functions.

Babylonian Programming focuses on exploring the code’s behavior for a

single example or a small number of examples. Our tool focuses on the step
before that — coming up with exemplary input.
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Large Language Models can generate usage examples [20] for code and find
security risks. However, their analysis is not grounded in the execution of the
code, but in an approximation of the code semantics within the model.

5.7 Conclusion
We achieved the goals set when describing our approach in chapter 3:

Fuzz By DEFAULT Our tool can fuzz functions in isolation without requiring
writing custom test harnesses or generators for types.

MINIMIZE DISTANCE BETWEEN CODE AND EXAMPLES Our tool displays ex-
amples directly next to the function signature. It shows examples as quickly
as possible and refines them over time.

SHOWCASE FUNCTION BEHAVIOR Our tool tries to build up a set of examples
that achieve full code coverage. It highlights crashes.

In the introduction, we also asked two research questions: Can fuzzing
highlight edge cases while writing code? Can fuzzing help understand code
with example inputs? We can confirm that our tool highlights edge cases that
are crashing. However, the examples it produces are often too minimal to help
understand the code. Being able to request edge cases reaching a particular
location is helpful, but unnatural examples introduce more mental overhead
than manually curated ones.

In our personal experience, our tool enables interactions with code that are
impossible to achieve with other tools in a similarly effortless way. The fuzzing
quality and performance are acceptable for daily use — the main limitation is
that examples are only displayed as formatted text. Interactive examples or
using examples as the foundation for Babylonian Programming techniques or
debugging sessions would be the most straightforward way to make this tool
more useful.
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6 Conclusion and Future Work

We showed that automatically fuzzing functions can be a new source of
information that the editor can show developers. Now we want to highlight
areas for improvements that would make our tool more useful:

Better performance Implementing fuzzing for a real-world language with an
optimizing compiler will improve the performance. As the provided examples
update over time, throughput is not the main concern of the fuzzer. Instead,
the most noticeable performance limit is the initial delay during the compi-
lation of the fuzzed function. Especially just-in-time-compiled languages or
languages with an incremental compiler could minimize this duration. The
same incremental caching could be used to only fuzz functions if they change.

Better fuzzing Our tool only tracks the branch coverage in the fuzzed func-
tion and sometimes cannot reach code deep inside a function. State-of-the-art
fuzzers collect coverage for the entire codebase and track additional informa-
tion such as the number of iterations in a loop; this makes it possible to explore
more code. Various other aspects of fuzzing research could also be adapted.
For example, directed fuzzing [2] prioritizes inputs that come close to a target
location; this would be useful when asking our tool for inputs that reach a
particular location.

Fuzz with more context Currently, functions are fuzzed in complete isolation.
If a function calls another function, the arguments could be saved as an example
for the called function. Rather than fuzzing functions individually or indirectly
through the main function, we could only record examples that passed through
a fixed level of other functions. These indirectly found examples are potentially
more natural because the code in outer functions restricts which values reach
inner functions.

More human examples We discovered that the usual objective of fuzzing —
finding a small input that breaks the code — is insufficient for finding helpful,
representative inputs for a piece of code. Recent developments in LLMs make
it practical to generate natural-looking examples automatically, as shown by
Mattis et al. [20] Combining LLMs and fuzzing might lead to helpful and
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correct examples grounded in actual execution. Generally, we recommend
conducting user studies to understand which inputs are perceived as helpful.

Relate examples to coverage The link between examples and achieved cov-
erage could be clearer. This could be achieved by moving examples to unique
code locations that they reach. Interactive solutions, such as greying out un-
reached code when clicking on an example, would clear up the relationship
between an example and the reached code.

Prioritize examples Currently, the order of examples is chosen ad-hoc by
VS Code. An intentional ordering of examples might first show an example
covering a happy path and examples covering crashes, and only then display
examples that reach niche code locations. Alternatively, examples reaching the
cursor position could be considered more relevant, leading to a reordering of
examples as you move the cursor through the code.

Interactive examples Currently, examples are displayed as text that you
cannot interact with. Examples should be the starting point for visualizations,
debugging sessions, creating unit tests, and other tools.

6.1 Generalizing to Other Languages

We chose Martinaise because it is the best-case scenario for fuzzing: It has
statically known types, most of them concrete. There are no interfaces. There
are no first-class functions.

This allowed us to investigate using fuzzing as an always-on editor tool
without focusing on more advanced challenges. Now we want to share thoughts
on how our prototype could be adapted when building a similar tool for real-
world, production-ready languages.

6.1.1 Dynamically Typed Languages

In dynamically typed languages, the fuzzer gets no type information. As a
consequence, generating valid inputs is a lot more difficult. Because most of
the generated inputs will likely cause the fuzzed function to crash, the fuzzer
has to rely entirely on coverage feedback to guide it toward interesting inputs.

We should note that the potential usefulness of fuzzing in these languages

is pretty high. Because functions have no type annotations, having a few
examples of valid (read: non-crashing) calls is extremely valuable when trying
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to use code correctly without reading the implementation. Take these function
signatures in JavaScript:

Listing 6.1: Function signatures in JavaScript

function average(numbers)
function average(grades)

Based on the parameter name, you might reasonably expect the first function
to accept a list of numbers. The second one seems to do something more compli-
cated such as calculating the average of a grading of an exam. Seeing a concrete
example call, like average ({15: 5, 14: 6, 13: 4, 11: 6, 10: 8, 9: 4})is
very helpful.

On the other hand, crashes in dynamically typed languages are not as
meaningful anymore. Take this average function, written in JavaScript:

Listing 6.2: An average function in JavaScript

function average(list) {
return sum(list) / list.length;
}

This function does not handle empty lists — those crash the function. This
might be a bug, but average("foo") also crashes. From the point of view of
the fuzzer, none of these crashes is more special than the other.

In dynamically typed languages, fuzzing can only be used as a descriptive
tool that automatically finds inputs rather than as a correctness checker that
finds bugs.

6.1.2 Languages With Pure Functions

Mathematical functions cannot modify their inputs or have side effects (like
printing something). Instead, they are only a mapping between one set of values
to another set. Some programming languages model their code similarly: They
favor immutable data structures and functions without side effects (“pure
functions”).

In these languages, fuzzing would not need to guard against mutations of
inputs, or side effects. Communicating the insights from fuzzing would be
much easier for these languages — for example, our prototype in Martinaise
currently does not check or communicate how a function modifies an input.

6.1.3 Languages With Functions as Values
A common language feature missing from Martinaise is passing functions

around as values (“first-class functions”). Adding first-class functions would
enable writing higher-order functions. For example, here is pseudo-code that
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defines a function mapping a list from one type to another using a provided
function:

Listing 6.3: How higher-order functions could look like in Martinaise

fun map[A, Bl(from: List[A], mapper: A -> B): List[B] {
var to = list[B]()
for item in from do
to.&.push(mapper(item))
to

}

To fuzz this higher-order function, the fuzzer needs to generate a function
A -> B. The representation the fuzzer chooses must fulfill some goals: First,
the fuzzer must be able to slightly alter the function’s behavior as that is what
makes the evolutionary fuzzing process so effective. Second, there should be
a way to display functions in an understandable way to the developer. Third,
most functions are deterministic — they produce the same return value for the
same input. Depending on whether the language supports them, the fuzzer
should be able to generate deterministic and non-deterministic functions.

Generate code The fuzzer could generate code for the function. This can be
done reliably by generating code in a compiler-internal intermediary represen-
tation and then converting that into syntax.

However, as code is Turing-complete, the relation between input and output
can be difficult to reason about — a small change to the code can result in big
changes in its behavior and the code may run infinitely. On the other hand,
this approach makes it trivial to display functions. The generated code inherits
the determinism properties of the underlying programming language.

Generate a random seed Rather than generating full-blown code, the fuzzer
could generate a random seed. When the function is called, it can use the
entropy from the input and the seed to generate a new output on the fly.
Similar to generating code, the function is unpredictable for the fuzzer.
Displaying these functions is a challenge. These functions are deterministic.

Generate a list of outputs The fuzzer could generate a function that stores
a list of outputs. Each time it is called, it returns the next output. Once all
outputs are used up, it could crash or start over with the first output.

Here, the fuzzer can locally reason about the function’s behavior — by
changing one of the return values, it only slightly changes the function’s
behavior. Displaying these functions is unusual, but possible. Functions are
not deterministic.
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Generate a map from inputs to outputs Representing a function simply as a
map from inputs to outputs mirrors the mathematical definition of functions

as relations between two sets. [21]

The fuzzer can locally reason about the behavior. Displaying such a function
is as easy as showing a map and probably aligns with how developers think
about most functions. Finally, the function is deterministic.

Technique Small changes | Intuitive display | Deterministic

Code no yes depends
on language

Random seed no no yes

List of outputs yes partial no

Map yes yes yes

Table 6.1: Comparison of closure representations for fuzzing

Table 6.1 shows the tradeoff between these approaches. For languages
where deterministic functions are sufficient, we recommend modeling fuzzer-
generated functions with a map from inputs to outputs.

6.1.4 Languages Designed for Fuzzing

Many languages are designed with tooling in mind. You could imagine lan-
guages specifically designed so that fuzzing can give accurate hints.

We mentioned that adding assertions throughout the code can improve
the quality of fuzzing. We implemented a prototype of a dynamically typed
language called Candy" where you have to put all assumptions in the code. A
needs keyword states something that should be true at that point in the code.
Figure 6.1 shows how the divide function is implemented in Candy: It asserts
that the inputs are integers and the divisor is not zero.

intDivideTruncating dividend divisor :=
needs (dividend | typeIs Int)
needs (divisor | typeIs Int)
needs (divisor | equals 0 | not) "You can't divide by zero."
.intDivideTruncating dividend divisor

Figure 6.1: divide in Candy

Unlike assertions in other languages, a failing needs has a more precise
meaning than “something is wrong”: The caller of the lexically surrounding
function is at fault; if you call a function, you are responsible for ensuring its

1https://github.com/candy-lang/candy
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needs are met. Not fulfilling needs is the only way to crash, so every crash can
be attributed to a responsible call in the code.

Because of these precise semantics of needs, the fuzzer can distinguish
between crashes caused by invalid inputs (the fuzzer is at fault) and crashes
that are the fault of the function itself. These crashes indicate faulty code and
result in an error in the editor.

Figure 6.2 shows the tooling that this enables: All functions are fuzzed.
Green hints indicate a successful call. Yellow hints indicate a crashing call, in
which the fuzzer was responsible. Red hints indicate a crashing call that is the
function’s fault. In the example, the average function has needs for checking
that the input is a list of numbers (lines 5 and 6). The editor highlights that for
an empty list, the divide operation fails.

Candy > examples > playground.candy

1 print] = use "Builtins"

2 bool, ifElse, int, iterable, list, result, text, struct] = use "Core"

3

4 average somelList = average [] average True average False average (,)

5 needs (list.is somelist

6 needs (somelList | iterable.fromList | iterable.all a -> int.is a

7 int.divideTruncating For “average (,) , this call panics: You can't divide by zero.
8 someList | iterable.fromList | iterable.sum | result.unwrapOr ©

9 list.length somelList

10

11 foo ab = foo True True = True foo True False = False foo False False = True
12 needs (bool.is a

13 needs (bool.is b

14 bool.or (bool.and a b bool.implies a b

Figure 6.2: average in Candy

However, because Candy has no statically known types, the baseline perfor-
mance is not great. This problem is compounded by the many needs, even in the
simple example shown above: The average function shown in fig. 6.2 iterates
the entire list to ensure it only contains numbers. The sum function iterates the
same list agnin. Even with aggressive inlining and constant folding, we did not
achieve acceptable performance — on common tasks, Candy is about 780 times
slower than Python. Our optimizations would optimize out some of the needs,
but re-checking big data structures at the beginning of functions generally
remains an unsolved problem that proved to be prohibitively expensive in
practice.
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6.2 Conclusion

Testing code with random inputs and observing the coverage is enough to
construct interesting inputs. While fuzzing is a well-researched, established
technique for finding bugs in security-critical software, using fuzzing as the
basis for other development tooling has not been researched. Unlike other
tooling such as static type systems or large language models, fuzzing can
provide concrete examples grounded in the dynamic behavior of code. This
makes it an intriguing basis for Babylonian Programming tools.

Our prototype shows that it is possible to build editor tooling based on
fuzzing that can highlight edge cases and give example inputs without extra
effort for the developer. While our prototype communicates examples only
as text, these examples have the potential to be the basis for visualizations,
debugging sessions, unit tests, and other tools that benefit from concrete
examples.
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Appendix

Benchmark Measurements

The time it takes to compile and run a straightforward recursive Fibonacci
implementation and an N-Body simulation:

Benchmark | Language Compile Time Runtime
(mean #* o) (mean * o)

Rust 71.9ms + 2.2 ms 1.430 S+ 0.039 S

Fibonacci Martinaise | 309.5 ms + 5.0 ms 15.830 5 + 0.106 s
Java 322.4ms £12.3ms | 744.8 ms + 13.9 ms

Python - 27.2155 £ 0.376

Rust 92.8 ms + 2.7 ms 488.3 ms + 6.3 ms

N-Bodies Martinaise | 509.7 ms £ 6.4ms | 24.4325+0.410s
Java 352.5ms +11.3ms | 136.9 ms + 7.0 ms

Python - 3.595 S + 0.076 5

Rust 85.5 ms + 3.8 ms 1.920 S £ 0.020 S

inai + +

Quicksort Martinaise | 327.1ms+6.3ms | 23.4225+1.2395S
Java 299.8 ms + 8.3ms | 138.4 ms + 0.3 ms

Python - 5.268 s + 0.052

Soil Instructions

Soil is register-based: There is a stack pointer register sp, a status register st,
and general-purpose registers a, b, ¢, d, e, and f.

Instruction Description

nop Does nothing.

panic Panics.

trystart catch Starts a panic scope: If a panic occurs, catches it, resets sp,
and jumps to the catch address.

tryend Ends a scope started by “trystart”.

move to from
movei to value
moveib to value

Sets the to register to the from register.

Sets the to register to the word value.

Sets the to register to the byte value, zeroing the upper
bits.
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Instruction

Description

load to from
loadb to from
store to from
storeb to from

push reg
pop reg
jump to
cjump to
call target

ret
syscall number

cmp left right
isequal

isless
isgreater
islessequal
isgreaterequal
isnotequal
femp left right
fisequal
fisless
fisgreater
fislessequal
fisgreaterequal
fisnotequal
inttofloat reg

floattoint reg

addab
subab
mulab
divab

remab

Interprets the from register as an address and sets to to
the 64 bits at that address in memory.

Interprets from as an address and sets fo to the 8 bits at
that address in memory.

Interprets the to register as an address and sets the 64 bits
at that address in memory to from.

Interprets to as an address and sets the 8 bits at that
address in memory to from.

Decreases sp by 8, then runs “store sp reg”.

Runs “load reg sp”, then increases sp by 8.

Continues executing at the toth byte.

Runs “jump to” if st is not o.

Runs “jump target”. Saves the formerly next instruction
on an internal stack so that “ret” returns.

Returns to the instruction after the matching “call”.
Performs the syscall with the given number. Behavior
depends on the syscall. The syscall can access and change
all registers and memory.

Saves left - right in st.

If st is 0, sets st to 1, otherwise to o.

If st is less than o, sets st to 1, otherwise to o.

If st is greater than o, sets st to 1, otherwise to o.

If st is 0 or less, sets st to 1, otherwise to o.

If st is o or greater, sets st to 1, otherwise to o.

If st is o, sets st to 0, otherwise to 1.

Saves left - right in st.

If st is 0, sets st to 1, otherwise to 0.

If st is less than o, sets st to 1, otherwise to o.

If st is greater than o, sets st to 1, otherwise to o.

If st is 0 or less, sets st to 1, otherwise to o.

If st is o or greater, sets st to 1, otherwise to o.

If st is o, sets st to o0, otherwise to 1.

Interprets reg as an int and sets it to a float of about the
same value.

Interprets reg as a float and sets it to its int, rounded
down.

Adds b to a. Saves the result in a.

Subtracts b from a. Saves the result in a.

Multiplies b and a. Saves the result in a.

Divides a by b. Saves the quotient in 4.

Divides a by b. Saves the remainder in a.
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Instruction Description

faddab Adds b to a, interpreted as floats.

fsuba b Subtracts b from a, interpreted as floats.

fmula b Multiplies a and b, interpreted as floats. Saves the result
ina.

fdivab Divides a by b, interpreted as floats. Saves the quotient in
a.

andab Binary-ands a and b. Saves the result in a.

orab Binary-ors a and b. Saves the result in 4.

xorab Binary-xors a and b. Saves the result in 4.

nota Inverts the bits of a.

Game Generation

Listing 4: A custom generator for a game

fun generate(static: Static[Game],
var level = static[Matrix[Tile]]().generate(random, complexity)

Game {
level,

player = Player {
position = Point {
x = random.next int(0..level.width),
y = random.next int(0..level.height),

I
}
¥
¥

random: &Random, complexity: Int):

Game {
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